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Introduction
These pages were written in preparation for my VCP6-DTM exam and are based on the official
VMware Blueprint.
This guide must meet the following goals:






Based on the official Blueprint, follow the objectives as close as possible.
Refer to the official VMware documentation as much as possible. For that reason, every
Objective starts with one or more references to the VMware documentation.
In case the official documentation is not available or not complete, provide an alternative.
Write down the essence of every objective (the Summary part).
If necessary, provide additional explanation, instructions, examples and references to other
posts. All this without providing too much information.

I hope all this will help you in your preparation for your exam. I welcome your comments, feedback
and questions.
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Resources
For my preparations, besides a home lab, I have used the following resources:

VMware Horizon 6 Documentation



Exam Blueprint: latest version and other info can be found here :
https://mylearn.vmware.com/mgrReg/plan.cfm?plan=64299&ui=www_cert
Official documentation, landing page:
https://www.vmware.com/support/pubs/view_pubs.html and select a release

Video Based Training




PluralSight: VMware View 5 Essentials, part 1 and 2. This training covers subjects like; View
Components, Installing View, Configuring and maintaining Desktops, User Profiles, Printing,
ThinApp etc.
Although based on View 5, this training provides a lot of useful information.
Pluralsight: VMware Horizon View 6.0 New. This training by Alastair Cooke provides
information about subjects like VSAN, Integration with Horizon Workspace, Mobile device
access and more.

Books


VMware Horizon Suite: Building End User Services by Paul O’Doherty and Stephan Asselin,
link.
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Section 1: Install Horizon (with View) Server Components
Objective 1.1: Describe and differentiate between component functions and
features
Knowledge

Identify hardware and software requirements for installation
Official Documentation: Horizon View Installation Guide, chapter 1 “System Requirements for Server
Components”.
Summary:
System requirements (hardware- and software requirements for the following components can be
found in the Horizon View Installation Guide:




View Connection Server.
View Composer.
View Administrator (View Administrator is a Web-based application that is installed when
you install View Connection Server)

Chapter 2 “System Requirements for Guest Operating Systems” discusses requirements for Systems
running View Agent or Standalone View Persona Management

Identify functionality of connection server
Official Documentation: Horizon View Architecture Planning Guide, chapter 1, “Introduction to
View”.
Summary:
The following diagram from the “Horizon View Architecture Planning Guide” shows the relationships
between the major components of a View architecture.
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Figure 1 – Image provided by VMware

End users start Horizon Client (1) to log in to View Connection Server (2).
This server, which integrates with Windows Active Directory, provides access to remote desktops
hosted on a VMware vSphere server (3), a physical PC (5), or a Microsoft RDS host (4). Horizon Client
also provides access to remote applications on a Microsoft RDS host (4).
Main Components:







Client Devices
View Connection Server
View Security Server
View Composer Server
RDS host
View Agent
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Client Devices
A horizon Client can be a (company) laptop, (home) PC, a Mac, a tablet (Android or Apple) or Smart
phone.
View Connection Server,
acts as a broker for client connections. View Connection Server authenticates users through
Windows Active Directory and directs the request to the appropriate virtual machine, physical PC, or
Microsoft RDS host.
View Security Servers
are placed in a DMZ and communicate with a View Connection Server inside the firewall. Security
servers ensure that the only remote desktop and application traffic that can enter the corporate data
center is traffic on behalf of a strongly authenticated user.

Figure 2 - Image provided by VMware

View Composer Server
With View Composer, you can create a pool of linked clones from a specified parent virtual machine.
This strategy reduces storage costs by up to 90 percent. Each linked clone acts like an independent
desktop, with a unique host name and IP address, yet the linked clone requires significantly less
storage because it shares a base image with the parent. Because linked-clone desktop pools share a
base image, you can quickly deploy updates and patches by updating only the parent virtual
machine. End users' settings, data, and applications are not affected.
RDS host
Instead of providing end users with remote applications rather than remote desktops, they can use
the Horizon client to access remote Windows-based applications. To provide a remote application,
install the application on a Microsoft Remote Desktop Session (RDS) host. One or more RDS hosts
make up a farm, and from that farm administrators create application pools in a similar manner to
creating desktop pools.
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View Agent
The View Agent service is installed on all virtual machines, physical systems, and Microsoft RDS hosts
that are used as sources for remote desktops and applications. On virtual machines, this agent
communicates with Horizon Client to provide features such as connection monitoring, virtual
printing, View Persona Management, and access to locally connected USB devices.
Other References:

Identify functionality of View Composer
This subject is discussed in a previous section.

Identify functionality of a Replication Server
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Install a Replicated Instance of View Connection Server”.
Summary:
To provide high availability and load balancing, you can install one or more additional instances of
View Connection Server that replicate an existing View Connection Server instance. After a replica
installation, the existing and newly installed instances of View Connection Server are identical.
When you install a replicated instance, View copies the View LDAP configuration data from the
existing View Connection Server instance.
After the installation, identical View LDAP configuration data is maintained on all View Connection
Server instances in the replicated group. When a change is made on one instance, the updated
information is copied to the other instances.

Identify functionality of a Security Server
This subject is discussed in a previous section.

Describe the Horizon View agent
Official Documentation: Horizon View Architecture Planning Guide, chapter 1, “Introduction to
View”.
Summary:
The View Agent service is installed on all virtual machines, physical systems, and Microsoft RDS hosts
that are used as sources for remote desktops and applications. On virtual machines, this agent
communicates with Horizon Client to provide features such as connection monitoring, virtual
printing, View Persona Management, and access to locally connected USB devices.
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Figure 3 - View Agent installation

Differentiate Horizon View client access options
Official Documentation: Horizon View Architecture Planning Guide, chapter 1, “Introduction to
View”.
Summary:
The client software for accessing remote desktops and applications can run on a tablet, a phone, a
Windows, Linux, or Mac PC or laptop, a thin client, and more.
After logging in, users select from a list of remote desktops and applications that they are authorized
to use.
Authorization can require Active Directory credentials, a UPN, a smart card PIN, or an RSA SecurID or
other two-factor authentication token.
Features differ according to which Horizon Client you use.
The final access option is the web access method, see also Figure 4.
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Figure 4 - HTML access

Tools

Horizon View Administration Guide
Horizon View Installation Guide
VMware Horizon Reference Architecture
Horizon View Administrator
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Objective 1.2: Install Horizon (with View) Composer Server
Knowledge

Describe Horizon View Composer database and connectivity
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Composer”,
section “Prepare a View Composer Database”.
Summary:
You can run View Composer as a standalone server or on a vCenter Server.
View Composer requires an SQL database to store data. The View Composer database must reside
on, or be available to, the View Composer server host.
The View Composer database stores information about connections and components that are used
by View Composer:





vCenter Server connections
Active Directory connections
Linked-clone desktops that are deployed by View Composer
Replicas that are created by View Composer

Each instance of the View Composer service must have its own View Composer database. Multiple
View Composer services cannot share a View Composer database.
If a database server instance already exists for vCenter Server, View Composer can use that existing
instance if it is a version matches the requirements (see table). For example, View Composer can use
the Microsoft SQL Server instance provided with vCenter Server. If a database server instance does
not already exist, you must install one.
The following table lists the supported database servers and versions. For a complete list of database
versions supported with vCenter Server, always check the VMware Product Interoperability Matrixes
at http://www.vmware.com/resources/compatibility/sim/interop_matrix.php.
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Figure 5 - Image provided by VMware

The preparation of the View Composer database:




Create a database for the View Composer, either a SQL server or an Oracle database.
(optional, but highly recommended in a production environment), set correct database
permissions.
Add an ODBC Data Source to the database server.

The whole procedure is outlined in great detail in the official documentation.
Other References:

Describe Horizon View Composer service and dependencies
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Composer”,
section “Install the View Composer Service”
Summary:
To use View Composer, you must install the View Composer service. View uses View Composer to
create and deploy linked-clone desktops in vCenter Server.
You can install the View Composer service:


on the Windows Server computer on which vCenter Server is installed or
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on a separate Windows Server computer. A standalone View Composer installation works
with vCenter Server installed on a Windows Server computer and with the Linux-based
vCenter Server Appliance.

The View Composer software cannot coexist on the same virtual or physical machine with any other
View software component, including a replica server, security server, View Connection Server, View
Agent, or Horizon Client.
You need to fulfill the requirements before installing the View Composer Service:










Supported OS; always check the Compatibility guide, but in general: Windows Server 2008
R2 (SP1) and Windows Server 2012 R2, 64-bit version in Standard and Enterprise Edition.
Hardware Requirements; no very special requirements, the server needs an fixed IP address.
Database Requirement, see previous item.
Verify you have a license to install View Composer.
If you plan to configure an SSL certificate signed by a CA for View Composer during the
installation, verify that your certificate is imported in the Windows local computer certificate
store.
Verify that no applications that run on the View Composer computer use Windows SSL
libraries that require SSL version 2 (SSLv2) provided through the Microsoft Secure Channel
(Schannel) security package. The View Composer installer disables SSLv2 on the Microsoft
Schannel. Applications such as Tomcat, which uses Java SSL, or Apache, which uses
OpenSSL, are not affected by this constraint.
To run the View Composer installer, you must be a user with administrator privileges on the
system.

Other References:

Navigate the Horizon View Composer installation wizard
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Composer”,
section “Install the View Composer Service”.
Summary:
A quick walkthrough on the installation wizard; Welcome & License Windows and other non-critical
Windows have been skipped.
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Figure 6 – Database Information

Figure 7 - port settings with default port

In the SSL Certificate Window, choose between the following options:
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Create default SSL certificate. After the installation, you can replace the default certificate
with an SSL certificate signed by a CA.
Use an existing SSL certificate. Use this option to install a signed certificate.

After finishing the installation, the link between the vCenter Server and the View Composer will be
created using the View Administrator.

Other References:

Identify when to install Horizon View Composer in stand-alone mode
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Composer”,
section “Install the View Composer Service”.
Summary:
You will need to install the View Composer in stand-alone mode:



While using the vCenter Server Appliance. The appliance is Linux-based. You cannot install
the View Composer on a Linux based OS.
In case the (Windows) based vCenter Server does not meet the View Composer
Requirements (example?).

Other References:

Tools

Horizon View Installation Guide
Horizon View Security Guide
Horizon View Administration Guide
Horizon View Architecture Planning Guide
Horizon View Administrator
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Objective 1.3: Install Horizon (with View) Connection Server
Knowledge

Identify required firewall rules
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Firewall Rules for View Connection Server”.
Summary:
When you install View Connection Server, the installation program can optionally configure the
required Windows Firewall rules for you. These rules open the ports that are used by default. If you
change the default ports after installation, you must manually configure Windows Firewall to allow
Horizon Client devices to connect to View through the updated ports.
The following table lists the default ports that can be opened automatically during installation. Ports
are incoming unless otherwise noted.
Protocol
JMS
JMSIR
AJP13
HTTP
PCoIP

HTTPS

Ports
TCP 4001
TCP 4100
TCP 8009
TCP 80
TCP 4172 in;
UDP 4172
both
directions
TCP 8443

HTTPS

TCP 8472

HTTP

TCP 22389

HTTPS

TCP 22636

View Connection Server Instance Type
Standard and replica
Standard and replica
Standard and replica
Standard, replica and Security Server
Standard, replica and Security Server

Standard, replica, and security server.
After the initial connection to View is made, the Web browser on a
client device connects to the Blast Secure Gateway on TCP port 8443.
The Blast Secure Gateway must be enabled on a security server or View
Connection Server instance to allow this second connection to take
place.
Standard and replica
For the Cloud Pod Architecture feature: used for interpod
communication.
Standard and replica
For the Cloud Pod Architecture feature: used for global LDAP
replication.
Standard and replica
For the Cloud Pod Architecture feature: used for secure global LDAP
replication.

Figure 8

If your network topology includes a back-end firewall between security servers and View Connection
Server instances, you must configure certain protocols and ports on the firewall to support IPsec.
See section “Configuring a Back-End Firewall to Support IPsec” for more information.
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Other References:





See also Horizon View Architecture Planning Guide, chapter 5 “Planning for Security
Features”.
For a complete overview of all required firewall rules, have a look at VMware KB “VMware
View ports and network connectivity requirements (1027217)” ,
https://kb.vmware.com/kb/1027217
Also note, that newer versions of View may require a change in the firewall rules, see this
post: “View 6.2.1. Upgrade, two caveats”

Install Horizon View Connection servers
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Firewall Rules for View Connection Server”.
Summary:
Depending on the performance, availability, and security needs of your View deployment, you can
install a single instance of View Connection Server, replicated instances of View Connection Server,
and security servers. You must install at least one instance of View Connection Server.
When you install View Connection Server, you select a type of installation.
Standard installation
Generates a View Connection Server instance with a new View LDAP configuration.
Replica installation
Generates a View Connection Server instance with a View LDAP configuration that is copied from an
existing instance.
Security server installation
Generates a View Connection Server instance that adds an additional layer of security between the
Internet and your internal network.
You need to fulfill the requirements before installing the View Connection Server:








Supported OS; always check the Compatibility guide, but in general: Windows Server 2008
R2 (SP1) and Windows Server 2012 R2, 64-bit version in Standard and Enterprise Edition.
Hardware Requirements; no very special requirements, the server needs an fixed IP address.
Have a valid license key
You must join the View Connection Server host to an Active Directory domain. View
Connection Server supports Active Directory Domain Services (AD DS) domain functional
levels between Windows Server 2003 and 2012 R2.
View Connection server must not be a domain controller, have the Windows Terminal Server
role or a vCenter Server.
To run the View Connection Server installer, you must use a domain user account with
Administrator privileges on the system.
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A quick walkthrough on the installation of the first View Connection Server; Welcome & License
Windows and other non-critical Windows have been skipped.

Figure 9 –





Select the View Standard Server installation option.
Make sure that Install HTML Access is selected if you intend to allow users to connect to
their desktops by using HTML Access.
Specify the correct IP protocol.
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Figure 10 –

When you back up View Connection Server, the View LDAP configuration is exported as encrypted
LDIF data. To restore the encrypted backup View configuration, you must provide the data recovery
password. The password must contain between 1 and 128 characters.
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Figure 11

By default option Configure Windows Firewall Automatically is selected. Use the other option only if
your organization uses its own predefined rules for configuring Windows Firewall.

VMware VCP6-DTM – Study Guide – Section 3

Page 23

Figure 12

Authorize a View Administrators account. Only members of this account can log in to View
Administrator, exercise full administration rights, and install replicated View Connection Server
instances and other View servers.
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Figure 13

Choose whether to participate in the customer experience improvement program.
You can use the silent installation feature of the Microsoft Windows Installer (MSI) to perform a
standard installation of View Connection Server on several Windows computers.
You need to fulfill the requirements; the actual command line may look something like this one:
VMware-viewconnectionserver-y.y.y-xxxxxx.exe /s /v"/qn
VDM_SERVER_INSTANCE_TYPE=1 VDM_INITIAL_ADMIN_SID=S-1-5-32-544
VDM_SERVER_RECOVERY_PWD=mini
VDM_SERVER_RECOVERY_PWD_REMINDER=""First car"""

Other References:


Pete Long at http://www.petenetlive.com wrote a series of blogposts how to deploy View 5.
From setting up Active Directory, deploying servers and setting up desktop pools. Pete has
also created some videos. The first post can be found here.

Differentiate between standard and replica servers
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Install a Replicated Instance of View Connection Server”.
Summary:
To provide high availability and load balancing, you can install one or more additional instances of
VMware VCP6-DTM – Study Guide – Section 3
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View Connection Server that replicate an existing View Connection Server instance. After a replica
installation, the existing and newly installed instances of View Connection Server are identical.
When you install a replicated instance, View copies the View LDAP configuration data from the
existing View Connection Server instance.
After the installation, identical View LDAP configuration data is maintained on all View Connection
Server instances in the replicated group. When a change is made on one instance, the updated
information is copied to the other instances.
Most of the prerequisites are identical to the first View Connection server, plus some extra:


It is possible to install a View Replica Server in different domain than the View Connection
Server. In that case, the domain user must also have View Administrator privileges on the
Windows Server computer where the first instance is installed.

The installation procedure is almost identical to the installation of the View Connection Server:



In the Installation Options window, select View Replica Server.
In the Source Server windows, enter the host name or IP address of the existing View
Connection Server instance you are replicating.

Other References:

Tools

Horizon View Installation Guide
Horizon View Security Guide
Horizon View Administration Guide
Horizon View Administrator
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Objective 1.4: Install Horizon (with View) Security Server
Knowledge

Identify required firewall rules
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Install a Security Server”.
Summary:
A security server is an instance of View Connection Server that adds an additional layer of security
between the Internet and your internal network. You can install one or more security servers to be
connected to a View Connection Server instance.
Security servers are typically deployed in a DMZ and are not joined to a Windows domain. Security
Servers have a one-to-one relationship with a Connection Server.
To allow traffic to pass through the external firewall to a security server, NAT rules must be applied.
Protocol
HTTPS
HTTP1
PCoIP (TCP,
UDP)
PCoIP (TCP,
UDP)
RDP
MMR
AJP13
JMS
IPsec, ESP
NAT
traversing
IPsec, ESP
NAT
traversing

Port
443
80
4172

Source
View Client
View Client
View Client

Destination
Security Server
Security Server
Security Server

4172

Security Server

View Desktops

3389
9427
8009
4001
500
4500

Security Server
Security Server
Security Server
Security Server
Security Server
Security Server

View Desktops
View Desktops
Connection Server
Connection Server
Connection Server
Connection Server

500
4500

Connection Server
Connection Server

Security Server
Security Server

Other References:


See also Horizon View Architecture Planning Guide, chapter 5 “Planning for Security
Features”.

Configure Horizon View security server pairing
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Configure a Security Server Pairing Password”.

1

Not recommended
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Summary:
Before you can install a security server, you must configure a security server pairing password. When
you install a security server with the View Connection Server installation program, the program
prompts you for this password during the installation process.
The security server pairing password is a one-time password that permits a security server to be
paired with a View Connection Server instance. The password becomes invalid after you provide it to
the View Connection Server installation program.
You need the View Administrator to configure the password.

Figure 14
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Specify the password and a timeout value.

Figure 15

Other References:

Navigate the View Connection server installation wizard
Official Documentation: Horizon View Installation Guide, chapter 4 “Installing View Connection
Server”, section “Install a Security Server”.
Summary:
Most of the prerequisites are identical to the first View Connection server, plus some extra:








Determine the type of topology to use. For example, determine which load balancing
solution to use. Decide if the View Connection Server instances that are paired with security
servers will be dedicated to users of the external network.
Verify that the View Connection Server instance to be paired with the security server is
installed and configured and is running a View Connection Server version that is compatible
with the security server version.
Configure a security server pairing password.
Familiarize yourself with the format of external URLs.
A quick walkthrough on the installation of the first View Connection Server; Welcome &
License Windows and other non-critical Windows have been skipped.

A quick walkthrough on the installation of the first View Connection Server; Welcome & License
Windows and other non-critical Windows have been skipped.
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Figure 16 – Select View Security Server

Figure 17

Type the FQDN or the IP address of the View Connection server instance to pair with the new
Security server.
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Figure 18

Provide the security server pairing password.

Figure 19

The values in Figure 22 are the defaults provided during the installation (I did not create a DMZ etc).
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The External URL is the external URL of the security server for client endpoints that use the RDP or
PCoIP display protocols. The URL must contain the protocol, client-resolvable security server name,
and port number. Tunnel clients that run outside of your network use this URL to connect to the
security server. It should look something like this: https://view.mycompany.com:443
The PCoIP External URL is the external URL of the security server for client endpoints that use the
PCoIP display protocol. Specify the PCoIP external URL as an IP address with the port number 4172.
Do not include a protocol name.
The Blast External URL is the external URL of the security server for users who use HTML Access to
connect to remote desktops. The URL must contain the HTTPS protocol, client-resolvable host name,
and port number. For example: https://view.mycompany.com:8443

Figure 20

Choose how to configure the firewall.
After finishing the installation, the Security Server should appear in the Security Servers pane in View
Administrator.
Other References:

Tools

Horizon View Installation Guide
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Horizon View Security Guide
Horizon View Administration Guide
Horizon View Administrator
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Objective 1.5: Prepare Environment for Horizon (with View)
Knowledge

Describe characteristics of required Active Directory domain accounts, groups, and
permissions
Official Documentation: Horizon View Installation Guide, chapter 3 “Preparing Active Directory” and
chapter7 “Configuring View for the First time”.
Summary:
Create Group for Users
You should create groups for different types of users in Active Directory. For example, you can create
a group called View Users for your end users and another group called View Administrators for users
that will administer remote desktops and applications.

Figure 21

Configure User accounts for vCenter Server and View Composer
When you configure View for the first time, you provide the following user accounts in View
Administrator. For each account, the required permissions are listed.


The vCenter Server user allows View and View Composer to perform operations in vCenter
Server.
o The user account must be in the same domain as your View Connection Server host
or in a trusted domain.
o You must give the user account privileges to perform certain operations in vCenter
Server. You can create a vCenter Server role with the appropriate privileges and
assign the role to the vCenter Server user. The list of privileges you add to the

VMware VCP6-DTM – Study Guide – Section 3

Page 34





vCenter Server role varies, depending on whether you use View with or without View
Composer.
o Only if you install View Composer on the same server as the vCenter Server; you
must add the vCenter Server user to the local Administrators group on the vCenter
Server machine.
The standalone View Composer Server user allows View to authenticate to the View
Composer service on a standalone machine.
If you install View Composer on the same machine as vCenter Server, the vCenter Server user
performs both of the preceding functions, and you do not use a standalone View Composer
Server user.
o The user account must be in the same domain as your View Connection Server host
or in a trusted domain.
o You must add the user account to the local Administrators group on the standalone
View Composer machine.
The View Composer user for AD operations allows View Composer to perform certain
operations in Active Directory.
o The user account must be in the same domain as your View Connection Server host
or in a trusted domain.
o Add the Create Computer Objects, Delete Computer Objects, and Write All
Properties permissions to the account in the Active Directory container in which the
linked-clone computer accounts are placed.

After you create and configure these user accounts, you specify the user names in View
Administrator.





You specify a vCenter Server user when you add vCenter Server to View.
You specify a standalone View Composer Server user when you configure View Composer
settings and select Standalone View Composer Server.
You specify a View Composer user for AD operations when you configure View Composer
domains.
You specify the View Composer user for AD operations when you create linked-clone pools.

Detailed information about the permission for these accounts can be found in Chapter 3.
Other References:

Identify and describe the Group Policy Object (GPO) template files
Official Documentation: Horizon View Installation Guide, chapter 3 “Preparing Active Directory”,
section “Using View Group Policy Administrative Template Files”.
Summary:
View includes several component-specific group policy administrative (ADM and ADMX) template
files.
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All ADM and ADMX files that provide group policy settings for View are available in a bundled .zip file
named VMware-Horizon-View-Extras-Bundle-x.x.x-yyyyyyy.zip, where x.x.x is the version and
yyyyyyy is the build number. You can download the file from the VMware Horizon (with View)
download site at http://www.vmware.com/go/downloadview .
You can optimize and secure remote desktops by adding the policy settings in these files to a new or
existing GPO in Active Directory and then linking that GPO to the OU that contains your desktops.

Figure 22

These group policy settings are part of View Persona Management (VMware’s answer to Roaming
profiles). The Horizon View Administration Guide and the Setting Up Desktop and Application Pools
in Horizon View , chapter 16 “Configuring Policies for Desktop and Application Pools”, provide more
information about the group policy settings.
Other References:

Describe Organizational Units (OUs) for machine accounts and kiosk mode client
accounts
Official Documentation: Horizon View Installation Guide, chapter 3 “Preparing Active Directory”,
section “Creating OUs and Groups for Kiosk Mode Client Accounts”.
Summary:
A client in kiosk mode is a thin client or a locked-down PC that runs the client software to connect to
a View Connection Server instance and launch a remote desktop session. If you configure clients in
kiosk mode, you should create dedicated OUs and groups in Active Directory for kiosk mode client
accounts.
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Creating dedicated OUs and groups for kiosk mode client accounts partitions client systems against
unwarranted intrusion and simplifies client configuration and administration.
The Horizon View Administration Guide provides more information.
Other References:

Verify trust relationships
Official Documentation: Horizon View Installation Guide, chapter 3 “Preparing Active Directory”,
“Configuring Domains and Trust Relationships”.
Summary:
You must join each View Connection Server host to an Active Directory domain. The host must not
be a domain controller. You place remote desktops in the same domain as the View Connection
Server host or in a domain that has a two-way trust relationship with the View Connection Server
host's domain. Specifically this must be an external non-transitive two-way trust.
For a quick refresh on Trust Transitivity, see here.
To determine which domains it can access, a View Connection Server instance traverses trust
relationships beginning with its own domain.
You can use the vdmadmin command to configure domain filtering to limit the domains that a View
Connection Server instance searches and that it displays to users.

Other References:


Using the vdmadmin command to exclude or include a domain on a search list for View
Administrator or Security Server (2006292), http://kb.vmware.com/kb/2006292



https://www.vmadmin.co.uk/resources/53-view/386-exclude-remove-domain-in-vmwareview-administrator-client-and-html-access-with-vdmadmin



A view examples: https://pubs.vmware.com/view50/index.jsp#com.vmware.view.administration.doc/GUID-FD0A107B-9F2C-45A5-B0CED3793BD2C3B0.html

Describe DHCP requirements for Horizon View desktops
Official Documentation: Setting Up Desktop and Application Pools in Horizon View
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Summary:
DHCP requirements are related to the subject of pool deployments. Automated desktop pools are
based on virtual machine templates. A template includes an installed guest operating system and a
set of applications. Part of this process is the Guest Customization, which provides configuration
information for general properties such as licensing, domain attachment, and DHCP settings.
When using DHCP, the configuration of the DHCP server, especially the number of available IP
addresses must match the maximum number of machines in the desktop pool(s). Other parameters
must also be correct (DNS and Default gateway settings).
Other References:
Tools

Horizon View Installation Guide
Horizon View Security Guide
Horizon View Administration Guide
Setting Up Desktop and Application Pools in Horizon
Horizon View Administrator
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Objective 1.6: Install, Configure and Manage vRealize Operations Manager
For Horizon
Knowledge

Identify Software Requirements for vRealize Operations Manager for Horizon View
Official Documentation: VMware vRealize Operations for Horizon Installation, chapter 1 and 2.

Summary:
vRealize Operations for Horizon collects performance data from monitored software and hardware
objects in your View environment and provides predictive analysis and real-time information about
problems in your View infrastructure.
vRealize Operations for Horizon builds on vRealize Operations Manager and consists of these
components:




Horizon Desktop Agent
Horizon Broker Agent
View Adapter

The following diagram shows the correlation between the components:
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Figure 23 - Image provided by VMware

The vRealize Operations for Horizon desktop agent runs on each remote desktop virtual machine,
RDS host, or terminal server in your View environment. It collect metrics and performance data and
send that data to the View adapter.
In Horizon View 5.2 and later and Horizon 6.0.x with View environments, the desktop agent is
installed as part of the View Agent installation. See Figure 3.
If you have a View 5.0 or 5.1 environments, you must manually install the desktop agent on your
desktops.

The vRealize Operations for Horizon broker agent is a Windows service that runs on a View
Connection Server host, collects View inventory information, and sends that information to the View
adapter.
If your View environment includes an events database, you must configure the broker agent to
collect events from the database and send them to the View adapter. You can optionally configure
the broker agent to monitor only specific desktop pools in your View environment.
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You install the broker agent on one View Connection Server host in each View pod in your
environment. You must install only one broker agent in each View pod.
The broker agent has the following software requirements:





View Connection Server 5.0 or later
Microsoft .NET Framework version 3.5
View Connection Server 5.3: PowerShell 3.0
View Connection Server 5.2 or earlier: PowerShell 2.0

NOTE View Connection Server 6.0 uses the View API instead of PowerShell.

The View adapter runs on a cluster node or remote collector node in vRealize Operations Manager.
You can create a single View adapter instance to monitor multiple View pods. During broker agent
configuration, you pair the broker agent with a View adapter instance.
If you are monitoring multiple View pods, you can pair the broker agent installed in each pod with
the same View adapter instance as long as the total number of desktops that the View adapter
instance handles does not exceed 10,000. If you need to create multiple View adapter instances, you
must create each adapter instance on a unique cluster node or remote collector.
IMPORTANT Creating more than one View adapter instance per cluster node or remote collector is
not supported.
The View adapter has the following software requirements.



vRealize Operations Manager 6.0
Licenses that enable vRealize Operations for Horizon 6.0 and vRealize Operations Manager
6.0

General Product compatibility; vRealize Operations for Horizon is compatible with the following View
and VMware vRealize Operations Manager versions.





VMware View 5.0 or 5.1.x
VMware Horizon View 5.2.x or 5.3.x
VMware Horizon 6.0.x with View
VMware vRealize Operations Manager 6.0

Other References:
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Create an instance of the vRealize Operations Manager for Horizon View Adapter
Official Documentation: VMware vRealize Operations for Horizon Installation, chapter 3.

Summary:
Before you can start, prerequisites must be met:




View must be installed and running.
vRealize Operations Manager is deployed and running.
vCenter adapter instance is configured for each vCenter Server instance in your View
infrastructure.

The complete procedure:
1. Install vRealize Operations for Horizon solution from a PAK file in vRealize Operations
Manager.
2. Add a vRealize Operations for Horizon License Key.
3. Associate View Objects with Your vRealize Operations for Horizon License Key.
4. Create an Instance of the View Adapter.
5. Install the vRealize Operations for Horizon Broker Agent on one View Connection Server host
in each View pod in your View environment.
6. Configure the vRealize Operations for Horizon Broker Agent using the wizard.
7. Verify your vRealize Operations for Horizon Installation.
Install vRealize Operations for Horizon solution from a PAK file
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Figure 24 - Add solution
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Figure 25 - Browse for .PAK file and Upload
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Figure 26 - Installation is finished

Adding the License key

Figure 27 – Add and validate the key

After adding the license key, the next step is to associate View Objects with the license key
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A license group is a way to gather certain objects, called license group members, under a particular
license key. By default, the vRealize Operations Manager and vRealize Operations for Horizon license
groups both include all host, virtual machine, and datastore objects. Because these objects are
members of both license groups, they are covered by both your vRealize Operations Manager license
and your vRealize Operations for Horizon license.
Each license group includes membership criteria that you can use to filter the objects that are
members of the license group. By editing the membership criteria for the vRealize Operations
Manager and vRealize Operations for Horizon license groups, you can specify that certain objects are
covered only under your vRealize Operations for Horizon license key.
The steps are described in great detail in the official documentation. It comes down to edit the
membership criteria for both license groups.
The license group for vRealize Operations for Horizon is called VMware Horizon Solution Licensing.
The license group for vRealize Operations Manager is called Product Licensing.

Figure 28
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Figure 29 - Editing Membership citeria

Figure 30

The next step is the configuration of the View Adapter.
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Figure 31 -

Select the VMware Horizon Solution and click the Configure button

Figure 32




Select the View Adapter
Provide a name and description
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Create a new credential
Test Connection
Select Collector
Save Settings

After the installation and configuration of the Broker Agent, you can verify your work.
In to the vRealize Operations Manager user interface, select Dashboard List > View, and click the
View Adapter Self Health tab. From here, select a View adapter in the Select View Adapter widget to
view the status of the adapter. Use the View Broker Agent Status widget to view metrics for the
selected broker agent.

Figure 33 – check status of View Adapter and View Broker Agent

Other References:


http://www.virtuallyvirtuoso.com/vrealize-operations-for-horizon-view-6-quick-setup-guide/

Install and Configure a Horizon Broker Agent
Official Documentation: VMware vRealize Operations for Horizon Installation, chapter 3.

Summary:
Procedure:
VMware VCP6-DTM – Study Guide – Section 3

Page 49




Make sure Microsoft .NET Framework version 3.5 is installed.
The installation is pretty basic

Figure 34 -

After the installation, the configuration wizard automatically loads. The complete procedure is
described in great detail in the official guide. A few screenshots.
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Figure 35 – provide address of the vRealize Operations Manager node

Pair the Broker Agent, specify the key defined during the configuration of the View Adapter.

Figure 36
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Figure 37 - Provide credentials and Validate

You can choose to monitor specific Desktop pools or all pools.

Figure 38
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Figure 39

After finishing the wizard, the Configuration pane shows up.
Note, in my example, I have not configured the Event database.
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Figure 40

Apply the settings and Close the Window.
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Other References:

Reference View Dashboards and Reports
Official Documentation: VMware vRealize Operations for Horizon Administrator Guide and
Maximizing the Use of VMware vRealize Operations for Horizon

Summary:
Especially the Maximizing the Use of VMware vRealize Operations for Horizon provides a lot of
useful information in getting up to speed with vRealize Operations for Horizon. This guide provides
an introduction to this product and exercises how to use Dashboards, Alerts and Reports.
Other References:

Tools

VMware vRealize Operations for Horizon Administrator Guide
VMware vRealize Operations for Horizon Installation
VMware vRealize Operations for Horizon Security
Maximizing the Use of VMware vRealize Operations for Horizon
Horizon View Administrator
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Section 2: Configure a Horizon (with View) Environment
Objective 2.1: Configure Horizon (with View) Composer
Knowledge

Identify default View Composer port settings
Official Documentation: Horizon View Security Guide, chapter 1, section View TCP and UDP ports.
Summary:
Table 1-11 presents an overview of all TCP and UDP ports used by View Components.
Traffic between Connection Servers and View Composer (standalone) is over port 80 and 443.
Most important, Composer communicates with ESXi hosts (customizing linked-clone disks) over port
TCP 902.
Other References:



See also Horizon View Architecture Planning Guide, chapter 5 “Planning for Security
Features”.
For a complete overview of all required firewall rules, have a look at VMware KB “VMware
View ports and network connectivity requirements (1027217)” ,
https://kb.vmware.com/kb/1027217

Identify domain accounts used for QuickPrep
Official Documentation: VMware KB “Creating a QuickPrep user account for VMware View
Composer operations (1025834)”
Summary:
View Composer requires QuickPrep to join linked-clone desktops to your Active Directory domain. To
ensure security, create a separate user account to use with View Composer. You can give the account
the minimum privileges that it needs to create and remove computer objects in a specified Active
Directory container. The View Composer account does not require domain administrator privileges.
The account must have the following permissions:



Create computer objects
Delete computer objects

Other References:
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Identify the VMware vCenter™ Server host system
Official Documentation: Horizon View Installation Guide, chapter 5 “Installing View Composer”.

Summary:
VMware recommends having a one-to-one mapping between each View Composer service and
vCenter Server instance. In previous editions View Composer and vCenter Server could only be
installed on the same physical or virtual machine. In recent editions, View Composer can be installed
on a separate server.

Other References:

Identify necessary account domain permissions and domain trust relationships
Official Documentation: Horizon View Installation Guide, chapter 4 “Preparing Active Directory” and
chapter 8 “Configuring View for the first time”
Summary:
The accounts needed depend on your setup:



View Composer and vCenter Server are installed on the same server.
View Composer on a separate server.

View Composer and vCenter Server are installed on the same server
In this scenario, you will need to create two accounts



vCenter Server User for View
View Composer user for AD operations

If you install View Composer on the same machine as vCenter Server, you must add the vCenter
Server user to the local Administrators group on the vCenter Server machine. This requirement
allows View to authenticate to the View Composer service.
View Composer on a separate server
In this scenario, you will need to create three accounts




vCenter Server User for View
View Composer user for AD operations
Standalone View Composer Server user

View uses the Standalone View Composer Server user to authenticate to the View Composer service
on the standalone machine.
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The vCenter Server User for View allows View and View Composer to perform operations in vCenter
Server.






Domain user account
You specify a vCenter Server user when you add vCenter Server to View.
You must give the user account privileges to perform certain operations in vCenter Server.
You can create a vCenter Server role with the appropriate privileges and assign the role to
the vCenter Server user. The list of privileges you add to the vCenter Server role varies,
depending on whether you use View with or without View Composer.
In vCenter Server, you can either use the predefined Administrator role or, prepare a role
with the minimum required privileges for the account. Name the role something like “View
Manager Administrator”. If you use View without View Composer, you can create an even
more limited role. Required privileges can be found in the Horizon View Installation Guide,
table 8-1.

Figure 41 – vCenter User for View

The View Composer user for AD operations allows View Composer to perform certain operations in
Active Directory.



Domain user account
You specify a View Composer user for AD operations when you configure View Composer
domains and when you create linked-clone pools.
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This user account must be in the same domain as your View Connection Server host or in a
trusted domain.
Procedure for creating this account
o In Active Directory, create a user account in the same domain as your View
Connection Server host or in a trusted domain.
o Add the Create Computer Objects, Delete Computer Objects, and Write All
Properties permissions to the account in the Active Directory container in which the
linked-clone computer accounts are created or to which the linked-clone computer
accounts are moved.
o Make sure that the user account's permissions apply to the Active Directory
container and to all child objects of the container.

Figure 42 – View Composer User for AD Operations, sa_viewservice

The standalone View Composer Server user allows View to authenticate to the View Composer
service on a standalone machine.




Domain user account
You specify a standalone View Composer Server user when you configure View Composer
settings and select Standalone View Composer Server.
The user account must be in the same domain as your View Connection Server host or in a
trusted domain.
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You must add this user account to the local Administrators group on the standalone View
Composer machine.

Figure 43 - standalone View Composer Server user

Other References:



VMware KB “Minimum permissions required for View Composer (1007659)”

Enable View Composer from View Administrator and add domain account(s)

Official Documentation: Horizon View Installation Guide, chapter 7 “Configuring View for the first
time”, section “Configuring View Composer Settings”
Summary:
Before proceeding, verify that you configured View Connection Server to connect to vCenter Server.
Important: VMware recommends having a one-to-one mapping between each View Composer
service and vCenter Server instance.
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The procedure depends if View Composer is installed on the same server as the vCenter Server or a
separate server.

Figure 44

If you are using View Composer co-installed with the vCenter Server; Check the port number, it
should match the port number specified during the installation of the View Composer.
If View Composer is installed on its own machine, you need to provide the following information:




Server address of the View Composer, FQDN or IP
Domain user account aka The standalone View Composer Server user (previous subject)
with password
The port number specified during the installation of the View Composer

The final part is the configuration of the Active Directory Domain(s) in which View Composer deploys
linked-clone desktops. You can configure multiple domains for View Composer.
For each domain provide:



Full domain name
The View Composer user for AD operations (previous subject)
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Figure 45

Other References:

Tools

Horizon View Installation Guide
Horizon View Administration Guide
Horizon View Architecture Planning Guide
Horizon View Administrator
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Objective 2.2: Configure Horizon (with View)
Knowledge

Explain the purpose of the Events database
Official Documentation: Horizon View Installation Guide, chapter 8 “Configuring Event Reporting”

Summary:
The Event database enable you to store any event that occurs in the View environment to an
external database. It’s an optional feature but highly recommended, especially while troubleshooting
issues.

Other References:

Configure the Events database settings
Official Documentation: Horizon View Installation Guide, chapter 8 “Configuring Event Reporting”

Summary:
Supported databases are:



MS SQL Server
Oracle database server

The exact requirements are the same as the database requirements for the View Composer.
The database server for the event database can reside on a View Connection Server host itself or on
a dedicated server. Alternatively, you can use a suitable existing database server, such as a server
that hosts a View Composer database (like I did in my home lab).
If using a remote database server, configure for remote access. For a MS SQL server, see my post:
https://paulgrevink.wordpress.com/2014/02/06/resolving-ms-sql-remote-connection-issues-i/
Steps for a MS SQL database:



On the MS SQL Server, start the SQL Server Management Studio.
Create a new database, e.g. vEvents.
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Create a new Login. Choose SQL Server authentication, remover tick at Enforce password
policy and select the new database vEvents as the default database.

Figure 46



Select User Mappings and add the db_owner role.

Figure 47
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In the View Administrator, Select View Configuration and Event Configuration. Edit the
settings for the Event Database. Provide the name of the Database server (notation!), select
the correct Database type, Port 1433 (default for MS SQL), Database Name, User name and
Password and the Table prefix. The prefix enables the database to be shared among View
installations.

Figure 48



If the connection is established, the settings are displayed. You can now edit the Event
Settings.

Figure 49
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Now, select Monitoring > Events to verify that the connection to the event database is
successful.

Figure 50



Ready

Other References:

Configure the Syslog server
Official Documentation: Horizon View Installation Guide, chapter 8 “Configuring Event Reporting”,
section”Configure Event Logging for Syslog Servers”

Summary:
You have two options:



Local log file or file share
Syslog server

VMware recommends using the local file only for troubleshooting during configuration.
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In View Administration, go to View Configuration \ Event Configuration.

Figure 51 – Syslog and local log file

Other References:

Enable Horizon View Storage Accelerator
Official Documentation: Horizon View Installation Guide, chapter 7 “Configuring View for the First
Time”, section ”Configure Storage Accelerator for vCenter Server”

Summary:
In vSphere 5.0 and later, you can configure ESXi hosts to cache virtual machine disk data. This
feature, called View Storage Accelerator, uses the Content Based Read Cache (CBRC) feature in ESXi
hosts. View Storage Accelerator improves View performance during I/O storms, which can take
place when many virtual machines start up or run anti-virus scans at once. The feature is also
beneficial when administrators or users load applications or data frequently. Instead of reading the
entire OS or application from the storage system over and over, a host can read common data blocks
from cache.
By reducing the number of IOPS during boot storms, View Storage Accelerator lowers the demand on
the storage array, which lets you use less storage I/O bandwidth to support your View deployment.
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You enable caching on your ESXi hosts by selecting the View Storage Accelerator setting in
the vCenter Server wizard in View Administrator.
Make sure that View Storage Accelerator is also configured for individual desktop pools.
View Storage Accelerator is enabled for desktop pools by default, but this feature can be
disabled or enabled when you create or edit a desktop pool. To operate on a desktop pool,
View Storage Accelerator must be enabled for vCenter Server and for the individual
desktop pool.

Configure or verify the vCenter Server Settings; select View Configuration  Servers, select the
vCenter Servers tab.

Figure 52

On the Storage Settings page, make sure that the Enable View Storage Accelerator check box is
selected. The default value is 1.024 MB, the maximum value is 2.048 MB.

Other References:

Enable disk space reclamation
Official Documentation: Horizon View Installation Guide, chapter 7 “Configuring View for the First
Time”, section ” Allow vSphere to Reclaim Disk Space in Linked-Clone Virtual Machines”.
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Summary:
In vSphere 5.1 and later, you can enable the disk space reclamation feature for View. Starting in
vSphere 5.1, View creates linked-clone virtual machines in an efficient disk format that allows ESXi
hosts to reclaim unused disk space in the linked clones, reducing the total storage space required for
linked clones.
As users interact with linked-clone desktops, the clones' OS disks grow and can eventually use almost
as much disk space as full-clone desktops. Disk space reclamation reduces the size of the OS disks
without requiring you to refresh or recompose the linked clones. Space can be reclaimed while the
virtual machines are powered on and users are interacting with their remote desktops.
When use Disk space reclamation?
Disk space reclamation is especially useful for deployments that cannot take advantage of storagesaving strategies such as refresh on logoff. For example, knowledge workers who install user
applications on dedicated remote desktops might lose their personal applications if the remote
desktops were refreshed or recomposed. With disk space reclamation, View can maintain linked
clones at close to the reduced size they start out with when they are first provisioned.
This feature has two components:



space-efficient disk format
space reclamation operations.

Space-efficient disk format
In a vSphere 5.1 or later environment, when a parent virtual machine is virtual hardware version 9
or later, View creates linked clones with space-efficient OS disks, whether or not space reclamation
operations are enabled.
Space reclamation operations
To enable space reclamation operations, you must use View Administrator to enable space
reclamation for vCenter Server (see Figure 52) and reclaim VM disk space for individual desktop
pools. The space reclamation setting for vCenter Server gives you the option to disable this feature
on all desktop pools that are managed by the vCenter Server instance. Disabling the feature for
vCenter Server overrides the setting at the desktop pool level.
Space reclamation does not always work; the following applies:







It operates only on space-efficient OS disks in linked clones.
It does not affect View Composer persistent disks.
It works only with vSphere 5.1 or later and only on virtual machines that are virtual
hardware version 9 or later.
It does not operate on full-clone desktops.
It operates on virtual machines with SCSI controllers. IDE controllers are not supported.
It operates on Windows XP and Windows 7 desktops only. It does not operate on Windows 8
desktops.
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Figure 53

Space reclamation is selected by default if you are performing a fresh installation of View 5.2 or later.
The threshold for how big the OS disk is allowed to grow before a reclaim operation occurs is 1 GB by
default.
Other References:

Configure SSL
Official Documentation: Horizon View Installation Guide, chapter 6 “Configuring SSL certificates for
View Servers.

Summary:
Horizon View Installation Guide, chapter 6 “Configuring SSL certificates for View Servers is completely
dedicated to the subject of SSL certificates and covers topics like; obtaining SSL certificates and how
to configure SSL certificates for View Connection, Security and Composer servers.
In my post “Implementing CA signed SSL certificates with vSphere 5.x – Part 6 – Horizon View””, I
have covered the steps in a very common scenario.
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In a VMware Horizon for View environment (VMware’s VDI solution), View Connection servers are
an important client facing component. A View Connection Server acts as a broker for client
connections and for that reason VMware highly recommends that you replace the default SSL
certificates which are generated during the installation of the Connection servers.
To help you with this job, VMware has a lot of useful documentation available, like:



Horizon View Installation Guide, chapter 6 “Configuring SSL certificates for View Servers”,
discusses many aspects related to configuring SSL certificates.
Detailed information about obtaining SSL certificates from a CA can be found in Scenarios for
Setting Up SSL Certificates for View.

For each View Connection server you should perform these basic tasks for setting up SSL Certificates:
1.
2.
3.
4.
5.

Generate a Certificate Signing Request
Request a signed Certificate from a CA
Import the signed Certificate
Set up the imported Certificate for a View server
Import Certificates on other View Servers

In the next sections I will show you the steps and some tips to step over some of the caveats
Generate a Certificate Signing Request
We need to create a Certificate Signing Request (CSR) for the environment; the certificate should be
named something like: “workspace.company.com”.
On a View Connection Servers, create a request.inf file. Replace the CN with
“workspace.company.com” and adjust the other subject attributes. Make sure the KeyLength is at
least 2048 and save the file as request.inf in a new folder c:\certificates.
;----------------- request.inf ----------------[Version]
Signature="$Windows NT$
[NewRequest]
Subject = "CN=View_Server_FQDN, OU=Organizational_Unit,
O=Organization, L=City, S=State, C=Country"
KeySpec = 1
KeyLength = 2048
Exportable = TRUE
MachineKeySet = TRUE
SMIME = False
PrivateKeyArchive = FALSE
UserProtected = FALSE
UseExistingKeySet = FALSE
ProviderName = "Microsoft RSA SChannel Cryptographic Provider"
ProviderType = 12
RequestType = PKCS10
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KeyUsage = 0xa0
[EnhancedKeyUsageExtension]
OID=1.3.6.1.5.5.7.3.1 ; this is for Server Authentication
;-----------------------------------------------

Open a command prompt, cd to the folder c:\certificates and run the following command:
> certreq -new request.inf certreq.txt
Request a signed Certificate from a CA
Procedures requesting a signed certificate may differ. Ultimately, you will receive the requested
signed certificate file (.crt file), the accompanying root certificate and if applicable one or more
intermediate CA certificates. Depending on your CA, certificates come in various formats. More on
this subject, later in this post.

Import the signed Certificate
In my case, I have created the Certificate Signing Request on one of the Connection Servers. So we
will import our new certificate on this server.
1. In the MMC window on the Connection Server host, expand the Certificates (Local
Computer) node and select the Personal folder.
2. In the Actions pane, go to More Actions > All Tasks > Import.
3. In the Certificate Import wizard, click Next and browse to the location where the certificate is
stored.
4. Select the certificate file and click Open.
We can now finish the import. Because the accompanying Private Key is already stored on this
server, there will be no password request.
Repeat the import procedure for the root and intermediate certificates. Root certificate must be
stored under Trusted Root Certification Authorities.
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Intermediate Certificates, under Intermediate Certification Authorities.

Figure 54

Set up the imported Certificate for a View server
To configure a View Connection Server instance or security server to recognize and use an SSL
certificate, you must modify the certificate Friendly name to vdm.
You do not have to modify the Friendly name of SSL certificates that are used by View Composer.
There should be just one certificate with Friendly name vdm.
Right-click a certificate and Select Properties. On the General tab, delete the Friendly name text or
edit to vdm (depending on the certificate).
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Figure 55

Important: after importing certificates, do not forget to restart the Service “VMware Horizon View
Connection Server”.
Now check in the View Administrator, the connection server should show a nice green color.
In case you see this Status message: “Server’s certificate subject name does not match the server’s
External URL.”, have a look at http://kb.vmware.com/kb/2021432 for the solution.

Import Certificates on other View Servers
On several occasions, I have noticed that a “workspace.company.com” certificate is used on multiple
connection servers. To import the certificate on another server, we need to export the certificate and
its private key to a .pfx format
After importing the key we will verify that the new certificate contains an exportable private key.
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Double-click the certificate and verify that the following statement appears in the Certificate
Information dialog box: You have a private key that corresponds to this certificate..

Figure 56



To verify that the private key is exportable, Open the Certificate, go to tab Details.
Button Copy to File… In the Welcome to the Certificate Export Wizard, Next.
In the Export Private Key window, the Yes, export the private key field should be selectable
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and not be greyed out.

Figure 57



Next and in the Export File Format Window, option Personal Information Exchange – PKCS
#12 (.PFX) is preselected. Make user to tick options Include all certificates in the
certification path if possible and Export all extended properties. Do NOT select Delete the
private key…. Option.

Figure 58

VMware VCP6-DTM – Study Guide – Section 3

Page 76



Next, in the Security window, to protect your export file, tick Password and provide a
password.

Figure 59




Next, in the File to Export window, provide a filename and location to store the export file.
Finish the export.

The resulting .pfx file icon shows an opened envelope with a certificate and the yellow key. Now you
are to import the certificates and corresponding key.
Follow the same procedure as in the section Import a signed Certificate.
Document Scenarios for Setting Up SSL Certificates for View. Section “Convert a Certificate File to
PKC#12 format”, describes a method using the OpenSSL toolkit for converting certificates.
Important: You do not have to import the root certificate into View Composer, vCenter Server, or
security server hosts.
If you configure a new SSL certificate after you install View Composer, you must run the SviConfig
ReplaceCertificate utility to replace the certificate that is bound to the port used by View Composer.
This utility unbinds the existing certificate and binds the new certificate to the port.
This utility can be found in the folder:
C:\Program Files(x86)\VMware\VMware View Composer\sviconfig.exe
Run as: sviconfig -operation=ReplaceCertificate -delete=false
Option –delete=false, keeps the old certificate.
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Other References:


Another useful document: Scenarios for Setting Up SSL Certificates for View

Configure and modify Horizon View global settings
Official Documentation: Horizon View Administration Guide, chapter 2 “Configuring View
Connection Server”, section “Configuring Settings for Client Sessions” Global Settings for Client
Sessions and Global Security Settings for Client Sessions and Connections.

Summary:
In View Admin, the Global Settings can be found under: View Configuration  Global Settings. The
Administration Guide contains a detailed description for each of the settings.
The General section contains settings for the Client sessions.

Figure 60

For a detailed description of these settings, see under the “Global Settings for Client Sessions”.
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The other part contains the security related settings and an option to change the data recovery
password (this password protects data backups of the Connection Server and is required while
recovering a backup).

Figure 61

For a detailed description of these settings, see under the “Global Security Settings for Client
Sessions and Connections”.
The settings “Message Security Mode” and “Enhanced Security Status” need some additional
explanation.
Message Security Mode is all about the signing and verification of the JMS messages between the
View components. The following options are available for “Message Security Mode”:







Disabled, as expected, no Message security mode.
Mixed, Message security mode is enabled but not enforced.
You can use this mode to detect components in your View environment that predate View
3.0. The log files generated by View Connection Server contain references to these
components. This setting is not recommended. Use this setting only to discover components
that need to be upgraded.
Enabled, Message security mode is enabled, using a combination of message signing and
encryption. JMS messages are rejected if the signature is missing or invalid, or if a message
was modified after it was signed.
If you use the Enabled setting, you can also use IPSec to encrypt all JMS messages between
View Connection Server instances, and between View Connection Server instances and
security servers.
Enhanced, SSL is used for all JMS connections. JMS access control is also enabled so that
desktops, security servers, and View Connection Server instances can only send and receive
JMS messages on certain topics.
View components that predate Horizon 6 version 6.1 cannot communicate with a View
Connection Server 6.1 instance.
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Using this mode requires opening TCP port 4002 between DMZ-based security servers and
their paired View Connection Server instances.
If you plan to change an upgraded View environment from Enabled to Enhanced, you must first
upgrade all View Connection Server instances, security servers, and View desktops to Horizon 6
version 6.1 or a later release. After you change the setting to Enhanced, the new setting takes place
in stages.

You must manually restart the VMware Horizon View Message Bus Component service on all View
Connection Server hosts in the pod, or restart the View Connection Server instances. After the
services are restarted, the View Connection Server instances reconfigure the message security mode
on all desktops and security servers, changing the mode to Enhanced.
The Enhanced Security Status item will show Enhanced when all components have made the
transition to Enhanced mode. See figure 61.
TIP: If you plan to change an active View environment from Disabled to Enabled, or from Enabled to
Disabled, change to Mixed mode for a short time before you make the final change. For example, if
your current mode is Disabled, change to Mixed mode for one day, then change to Enabled. In Mixed
mode, signatures are attached to messages but not verified, which allows the change of message
mode to propagate through the environment.

Other References:

Configure external URL settings
Official Documentation: Horizon View Administration Guide, chapter 2 “Configuring View
Connection Server”, section Edit the External URLs

Summary:
Use View Administrator to edit external URLs for View Connection servers and Security servers.
There are three editable URLs:
By default, a View Connection Server or security server host can be contacted only by tunnel clients
that reside within the same network. Tunnel clients that run outside of your network must use a
client resolvable URL to connect to a View Connection Server or security server host.
When users connect to remote desktops with the PCoIP display protocol, Horizon Client can make a
further connection to the PCoIP Secure Gateway on the View Connection Server or security server
host. To use the PCoIP Secure Gateway, a client system must have access to an IP address that allows
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the client to reach the View Connection Server or security server host. You specify this IP address in
the PCoIP external URL.
A third URL allows users to make secure connections from their Web browsers through the Blast
Secure Gateway.
In the next part we will describe the settings in a common scenario with two Connection servers
CS01 and CS02 and one Security server SEC01 connected to the CS02. The external URL which allows
access from the Internet is: https://view.corp.com. This URL will also be used for the internal clients.
To view or edit the settings go to View Configuration  Servers, select the Connection or Security
Server and Edit.
Settings for the CS01

Figure 62 - CS01

This server will only accept connection from internal users. Make sure the External URL matches the
name in the SSL certificate of the server.
Check the Use secure tunnel connection to machine and provide the External URL. If you want to
allow HTML access to your desktops, check the Use Blast Secure Gateway for PCoIP connections to
machine and provide the Blast External URL. The port numbers depicted are the default port
numbers for these services.
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Settings for the CS02

Figure 63 - CS02

Connection server CS02 is paired with Security Server SEC01. For that reason, also check Use PCoIP
Secure Gateway for PCoIP connections to machine, the PCoIP External URL in this case is the IP
address of the CS02 Connection server.
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Settings for the SEC01

Figure 64 –

The External URL is the public URL for accessing the View environment. The URL must be resolvable.
The PCoIP External URL is specified as the Public IP address for establishing a PCoIP connection
through the security server. The Blast External URL enables browser access to View desktops
through this server.
Other References:

Configure default roles, custom roles, and required permissions
Official Documentation: Horizon View Administration Guide, chapter 4 “Configuring Role-based
Delegated Administration.

Summary:
The concepts: Roles and Privileges
The ability to perform tasks in View Administrator is governed by an access control system that
consists of administrator roles and privileges. This system is similar to the vCenter Server access
control system.
An administrator role is a collection of privileges.
Privileges grant the ability to perform specific actions, such as entitling a user to a desktop pool.
Privileges also control what an administrator can see in View Administrator.
Administrator privileges are either global or object-specific.


Global privileges control system-wide operations, such as viewing and changing global
settings.
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Object-specific privileges control operations on specific types of objects.

To create administrators, you select users and groups from your Active Directory users and groups
and assign administrator roles. Administrators obtain privileges through their role assignments. You
cannot assign privileges directly to administrators. An administrator that has multiple role
assignments acquires the sum of all the privileges contained in those roles.
Access Groups
By default, automated desktop pools, manual desktop pools, and farms are created in the root
access group, which appears as / or Root(/) in View Administrator.

Figure 65

RDS desktop pools and application pools inherit their farm's access group. You can create access
groups under the root access group to delegate the administration of specific pools or farms to
different administrators.
You configure administrator access to the resources in an access group by assigning a role to an
administrator on that access group. Administrators can access the resources that reside only in
access groups for which they have assigned roles. The role that an administrator has on an access
group determines the level of access that the administrator has to the resources in that access group.
You have the option to:



Create different Administrators (with equal or different roles) for different Access Groups
Create different Administrators (with different roles) for the same Access Groups.

Summary: The combination of a role, an administrator user or group, and an access group defines
the permissions.
The role defines the actions that can be performed, the user or group indicates who can perform the
action, and the access group contains the objects that are the target of the action.
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Other References:

Configure display protocol settings
Official Documentation: Horizon View Administration Guide, chapter 5 “Configuring Policies in View

Summary:
It is not exactly clear what is meant with this one.
While configuring Desktop Pools, under Desktop Pool Settings, you can configure the Default Display
protocol, either Microsoft RDP or the preferred PCoIP. Furthermore you can configure additional
settings, like:




Allow users to choose a protocol
Configure a 3D Renderer
Maximum number of desktops and resolution

Figure 66 - Desktop Pool Settings

Also in View Administrator, under Policies, Global Policies, you can set the global View policies.
Under Desktop Pool Settings, you have the option to override these global stings.
One of the Policies is PCoIP hardware acceleration. This policy determines whether to enable
hardware acceleration of the PCoIP display protocol and specifies the acceleration priority that is
assigned to the PCoIP user session.
This setting has an effect only if a PCoIP hardware acceleration device is present on the physical
computer that hosts the remote desktop.
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Figure 67

Other References:

Edit Horizon View security server settings
Official Documentation: Horizon View Installation Guide, chapter 5 “Installing View Connection
Servers.
Summary:
In View Administrator, you can edit settings for a Security Server under View Configuration ->
Servers -> tab Security Servers.
The settings under the Edit button have been discussed in section “Configure external URL settings”.
Under More Commands, you find one option Prepare for Upgrade or Reinstallation.

Figure 68

This option is very important.
By default, communication between a security server and its paired View Connection Server instance
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is governed by IPsec rules. When you upgrade or reinstall the security server and pair it again with
the View Connection Server instance, a new set of IPsec rules must be established. If the existing
IPsec rules have not been removed, the upgrade or reinstall will fail. By choosing the option Prepare
for Upgrade or Reinstallation existing IPsec rules are removed. After that the setting becomes
inactive.

Also good to know:
You can configure an initial security server pairing without using IPsec rules. Before you install the
security server, you can open View Administrator, go to View Configuration and Global Settings and
deselect the Enable IPSec for Security Server pairing, which is enabled by default. If IPsec rules are
not in effect, you do not have to remove them before you upgrade or reinstall.

Other References:

Describe virtual printing services and architecture
Official Documentation: Horizon View Architecture Planning Guide , chapter 2 Planning a Rich User
Experience, section Printing from a Remote desktop.

Summary:
The virtual printing feature allows end users on some client systems to use local or network printers
from a remote desktop without requiring that additional print drivers be installed in the remote
desktop operating system. The location-based printing feature allows you to map remote desktops
to the printer that is closest to the endpoint client device.
With virtual printing, after a printer is added on a local client computer, that printer is automatically
added to the list of available printers on the remote desktop. No further configuration is required.
For each printer available through this feature, you can set preferences for data compression, print
quality, double-sided printing, color, and so on. Users who have administrator privileges can still
install printer drivers on the remote desktop without creating a conflict with the virtual printing
component.
To send print jobs to a USB printer, you can either use the USB redirection feature or use the virtual
printing feature.
Location-based printing allows IT organizations to map remote desktops to the printer that is
closest to the endpoint client device. For example, as a doctor moves from room to room in a
hospital, each time the doctor prints a document, the print job is sent to the nearest printer. Using
this feature does require that the correct printer drivers be installed in the remote desktop.
NOTE These printing features are available only on some types of clients.
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Components:
Virtual Printing is one of the custom setup options of the View Agent. In Horizon 6.0.1 and later,
virtual printing is supported on the following remote desktops and applications:





Desktops that are deployed on single-user machines, including Windows Desktop and
Windows Server 2008 R2 machines
Desktops that are deployed on RDS hosts, where the RDS hosts are virtual machines
Hosted Apps
Hosted Apps that are launched from Horizon Client inside remote desktops

In Horizon 6.0 and earlier, virtual printing is supported on desktops that are deployed on single-user,
Windows Desktop machines.
The virtual printing feature is supported only when you install it from View Agent. It is not supported
if you install it with VMware Tools.
Other References:


To find out whether a printing feature is supported on a particular type of client, see the
feature support matrix included in the "Using VMware Horizon Client" document for the
specific type of desktop or mobile client device. Go to
https://www.vmware.com/support/viewclients/doc/viewclients_pubs.html.

Configure location-aware printing
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 16
Configuring policies for Desktop and Application Pools, section Setting Up Location-Based Printing.

Summary:
The location-based printing feature maps printers that are physically near client systems to View
desktops, enabling users to print to their local and network printers from their View desktops.
In Horizon 6.0.1 and later, location-based printing is supported on the following remote desktops and
applications:





Desktops that are deployed on single-user machines, including Windows Desktop and
Windows Server 2008 R2 machines
Desktops that are deployed on RDS hosts, where the RDS hosts are virtual machines
Hosted Apps
Hosted Apps that are launched from Horizon Client inside remote desktops

In Horizon 6.0 and earlier, virtual location-based is supported on desktops that are deployed on
single-user, Windows Desktop machines.
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Setup:







To use the location-based printing feature, you must install the Virtual Printing setup option
with View Agent and install the correct printer drivers on the desktop.
On the Active Directory server or on the domain computer that you use to configure group
policies, Register the DLL file TPVMGPoACmap.dll. DLL can be found in a bundled .zip file
named VMware-Horizon-View-Extras-Bundle-x.x.x-yyyyyyy.zip, where x.x.x is the version and
yyyyyyy is the build number.
You set up location-based printing by configuring the Active Directory group policy setting
AutoConnect Map Additional Printers for VMware View, which is located in the Microsoft
Group Policy Object Editor in the Software Settings folder under Computer Configuration.
Create group policy setting to map printers to remote desktops. In fact, AutoConnect Map
Additional Printers for VMware View is a name translation table that identifies printers and
defines associated translation rules. This translation table has its own syntax and rules.

Figure 69

You use the buttons that appear above the column headings to add, delete, and move rows and save
and import table entries. Each button has an equivalent keyboard shortcut.
The network printer specified in the first row will be mapped to a remote desktop for any client
system because asterisks appear in all of the translation rule columns. The network printer specified
in the second row will be mapped to a remote desktop only if the client system has an IP address in
the range 10.112.116.140 through 10.112.116.145.
After creating the group policy, you can link the GPO to a OU dedicate to View Desktops.
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Other References:

Configure the profile store for Persona management
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 17
Configuring User Profiles with View Persona Management.
Summary:
View Persona Management (VPM) is VMware alternative to Windows roaming profiles. VPM expands
functionality and improves performance compared to Windows roaming profiles.
With the View Persona Management feature, a user's remote profile is dynamically downloaded
when the user logs in to a View desktop. View downloads persona information as the user needs it.
A user profile comprises a variety of user-generated information:




User-specific data and desktop settings
Application data and settings
Windows registry entries configured by user applications

VPM has several use cases:



On standalone physical and virtual machines not managed by View (Works on Windows XP
SP3 and higher).
Migrating existing user profiles to View desktops.

There is one big difference while configuring View Persona management:



In case of a View deployment, you install the View Agent with the View Persona
Management setup option.
For all non-View deployments, you install the standalone version of View Persona
Management on non-View desktops, laptops or virtual machines.

Overview of Setting up a View Persona Management Deployment:







Configure a remote repository to store user profiles.
Install the View Agent with the View Persona Management setup option or the the
standalone version of View Persona Management.
Add the View Persona Management Administrative Template to Active Directory or the Local
Computer Policy.
Enable View Persona Management by enabling the Manage user persona group policy
setting.
If you configured a network share for the remote profile repository, enable the Persona
repository location group policy setting and specify the network share path.
(Optional) Configure other group policy settings in Active Directory or the Local Computer
Policy configuration.
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Create desktop pools from the virtual machines on which you installed View Agent with the
View Persona Management setup option.

Configure the Persona store.



Use an existing Active Directory user profile path (no further configuration)
Configure a remote repository

Steps:


Create a shared folder that users can access.
If %username% is not part of the folder path that you configure, View Persona Management
appends %username%.%userdomain% to the path.
For example: \\server.domain.com\VPRepository\%username%.%userdomain%



Set the correct Access permissions on the user profile repository and redirected folder share

Figure 70 - (c) VMware

Figure 71 - (c) VMware

Important: You must create the full profile path under which the user profile folders will be created.
If part of the path does not exist, Windows creates the missing folders when the first user logs in and
assigns the user's security restrictions to those folders. Windows assigns the same security
restrictions to every folder it creates under that path.
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Important: You cannot use View Persona Management on RDS desktop pools, which run on Remote
Desktop Services (RDS) hosts.
Other References:

Configure virtual profile GPOs

Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 17
Configuring User Profiles with View Persona Management.
Summary:
Curious title, Virtual Profiles is in fact a Software product from RTO Software, a company acquired by
VMware in 2010. This product has been integrated with Horizon View and Thinapp.
There are a few ways to install the View Persona Management Administrative (ADM) Template file:


To configure View Persona Management for your whole View or non-View deployment, add
the ADM Template file to Active Directory.

To configure View Persona Management for one desktop pool, you can take these approaches:



Add the ADM Template file to the virtual machine that you use to create the pool.
Add the ADM Template file to Active Directory and apply the group policy settings to the OU
that contains the machines in the pool.

To configure the View Persona Management Group Policy Settings, go to: Computer Configuration >
Administrative Templates > VMware View Agent Configuration > Persona Management.
The group policy settings are contained in these folders:





Roaming & Synchronization
Folder Redirection
Desktop UI
Logging

The VMware documentation is worth reading and provides best practices and detailed descriptions
of the various group policy settings.
Other References:
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Objective 2.3: Configure PCoIP/RDP Protocol Settings
Knowledge
Configure HTML access
Official Documentation: Horizon View Administration Guide , chapter 2, section “Configure Secure
HTML Access.
Summary:
To configure for HTML access, you must:




The HTML Access Agent must be installed as part of the View Agent in the View Desktop
Enable HTML Access in the configuration of a desktop pool
Configure the View Connection Servers and Security Servers for HTML Access

As a result the desktop is displayed in the user's browser. Other display protocols, such as PCoIP or
RDP, are not used. Instead, when you use a Web browser to access a remote desktop, the Blast
protocol is used.
Horizon Client software does not have to be installed on the client devices, only a supported
browser.
VMware document “Using HTML access” contains detailed information how to set-up HTML access.
The Blast Secure Gateway provides a secure HTML access to desktops and is enabled by the default
on View Connection Servers and Security Servers.
Other References:


Using HTML access : https://www.vmware.com/pdf/horizon-view/horizon-html-accessdocument.pdf

Describe protocol requirements
Official Documentation: Horizon View Architecture Planning Guide , chapter 2 “Planning a rich User
experience”.
Summary:
Describe Display Protocol Requirements?
It is not crystal clear what is meant here, but the Horizon View Architecture Planning Guide , chapter
2 “Planning a rich User experience”, section “Choosing a Display protocol” presents an overview of
PCoIP and RDP features and video and hardware requirements.
Depending on the type of client, you can choose between two display protocols: PCoIP (PC-over-IP)
or Microsoft RDP (Remote desktop protocol). Blast (see previous item) is the third protocol.
PCoIP provides a lot of nice features and is optimized for reducing bandwidth, which makes it ideal
for WAN usage.
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RDP is capable playing 480, 720 and 1080p-formatted video. You can also configure desktops to use
software- or hardware-accelerated graphics (like NVIDIA GRID K1 and K2 boards). The hardwareaccelerated graphics features enable virtual machines to either share the physical GPUs (graphical
processing unit) on a vSphere host or dedicate a physical GPU to a single virtual machine desktop.
For all options and requirements, see the Horizon Clients documentation at:
https://www.vmware.com/support/viewclients/doc/viewclients_pubs.html
Other References:


In-depth: NVIDIA GRID vGPU with VMware Horizon 6.1
https://blogs.vmware.com/euc/2015/03/nvidia-grid-vgpu-vmware-horizon.html

Locate ADM template files
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 16,
section “Using View Group Policy Administrative Template files” and following chapters.
Summary:
View provides several component-specific Group Policy Administrative (ADM and ADMX) template
files. You can optimize and secure remote desktops and applications by adding the policy settings in
these ADM and ADMX template files to a new or existing GPO in Active Directory.
All ADM and ADMX files that provide group policy settings for View are available in a bundled .zip file
named VMware-Horizon-View-GPO-Bundle-x.x.x-yyyyyyy.zip, where x.x.x is the version and yyyyyyy
is the build number.
The Group Policy Settings apply to Computer or User objects and can be categorized as:





View Agent settings
PCoIP Session variables
View Persona Management sessions
Remote Desktop Services settings

Other References:


Explain GPO settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 16,
section “Using View Group Policy Administrative Template files” and following chapters.
Summary:
Detailed information about every available GPO can be found in the official documentation.
Note that the View PCoIP Session Variables ADM template file contains two subcategories:
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Overridable Administrator Defaults; Specifies PCoIP session variable default values. These
settings can be overridden by an administrator. These settings write registry keys values to
HKLM\Software\Policies\Teradici\PCoIP\pcoip_admin_defaults.
Not Overridable Administrator Settings; Contains the same settings as Overridable
Administrator Defaults, but these settings cannot be overridden by an administrator. These
settings write registry key values to HKLM\Software\Policies\Teradici\PCoIP\pcoip_admin.

Other References:


Configure Flash quality and throttling
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 11,
section “Provisioning Desktop Pools”, section “Adobe Flash quality and Throttling”.
Summary:
Quality
You can specify a maximum allowable level of quality for Adobe Flash content that overrides Web
page settings. If Adobe Flash quality for a Web page is higher than the maximum level allowed,
quality is reduced to the specified maximum. Lower quality results in more bandwidth savings.
Available quality settings: Do not control, Low, Medium and High. Default is low.
Throttling
Adobe Flash uses timer services to update what is shown on the screen at a given time. A typical
Adobe Flash timer interval value is between 4 and 50 milliseconds. By throttling, or prolonging, the
interval, you can reduce the frame rate and thereby reduce bandwidth.
Available settings: Disabled, Conservative (100 ms), Moderate (500 ms) and Aggressive (2500 ms).
Other References:


Configure 3D rendering capabilities
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 11,
section “Configuring 3D Rendering on Windows 7 or Later Desktops”
Summary:
When you create or edit a Windows 7 or later desktop pool, you can configure 3D graphics rendering
for your desktops. Desktops can take advantage of



Virtual Shared Graphics Acceleration (vSGA)
Virtual Dedicated Graphics Acceleration (vDGA)
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These are vSphere features that use physical graphics cards installed on the ESXi hosts and manage
the graphics processing unit (GPU) resources among the virtual machines.
When you select the 3D Renderer hardware-based options, users can take advantage of 3D
applications for design, modeling, and multimedia, which typically require GPU hardware to perform
well.
Some requirements:








VM must be Windows 7 or later
In case of Windows 7, virtual hardware must be 8 or later
In case of Windows 8, virtual hardware must be 9 or later
Pool must use PCoIP as default protocol
Users must not be allowed to choose the protocol
GPU graphics cards must be installed in the hosts
VIBs must be installed

Additional requirements for sVGA (multiple VMs share physical GPUs):



ESXi 5.1 or later
vCenter Server 5.1 or later

Additional requirements for vDGA (dedicates a single GPU to a single VM):





ESXi 5.5 or later
vCenter Server 5.5 or later
Enable GPU pass-through on the ESXi host
Configure individual VMs to use a dedicated PCI device after the pool is created in View. You
cannot configure the template.

Configuring 3D rendering
When you enable the 3D Renderer setting, you can configure the amount of VRAM that is assigned to
the virtual machines in the pool by moving the slider in the Configure VRAM for 3D guests dialog box,
with a minimum of 64 MB
Hardware version
8
9

Default VRAM [MB]
64
96

Max. VRAM [MB]
128
512

The VRAM settings that you configure in View Administrator take precedence over the VRAM
settings that can be configured for the virtual machines in vSphere Client or vSphere Web Client,
unless you select the Manage using vSphere Client option.
When you enable the 3D Renderer setting, you can configure the Max number of monitors setting for
one or two monitors. You cannot select more than two monitors. Also, the Max resolution of any one
monitor setting is set to 1920x1200 pixels.
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3D renderer options:






Manage using the vSphere Client
Automatic, uses GPU hardware resources and software rendering
Software, only software 3D rendering, GPU hardware will not be used
Hardware, only GPU hardware will be used, either vSGA or vDGA.
Disabled, No 3D rendering.

Other References:


NVIDIA GRID VGPU deployment guide for VMware Horizon 6.1
http://www.nvidia.com/object/grid-vgpu-deployment-guide.html (requires registration, but
a lot of useful information)
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Objective 2.4: Configure and Manage Security in Horizon (with View)
Knowledge

Import certificates
Official Documentation: Horizon View Installation Guide, chapter 6 “Configuring SSL certificates for
View Servers.
Summary:
Objective 2.2, section “Configure SSL”, discusses how to import certificates in your View
environment.
Other References:


Turn on certificate-based authentication
Official Documentation: Horizon View Administration Guide, chapter 3 “Setting up authentication”
Summary:
As far as I can see, in Horizon View 6.x, certificate-based authentication (while connecting to a
Horizon View Connection or Security server) is enabled by default.
However for user and administrator authentication and management, View uses an Active Directory
infrastructure. For added security, you can integrate View with smart card authentication or use twofactor authentication solutions like SMS Passcode.
Other References:


a

Identify authentication requirements for RSA, Smart Cards, and RADIUS
Official Documentation: Horizon View Administration Guide, chapter 3 “Setting up authentication”
Summary:
Both RSA Secur ID (formerly known as SecurID) and RADIUS are forms of Two-Factor Authentication.
Two-Factor authentication provides identification of users by means of the combination of two
different components. A component is something the user knows or possesses.
A smart card is another form of two-factor authentication. A smart card contains a chip with a secure
data storage which contains public key certificates and private keys.
With smart card authentication, a user or administrator inserts a smart card into a smart card reader
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attached to the client computer and enters a PIN. Smart card authentication provides two-factor
authentication by verifying both what the person has (the smart card) and what the person knows
(the PIN).
Depending on the chosen type of two-factor authentication, additional steps, configuration and or
hardware is necessary.
All forms require changes in the configuration of one or more View Connection and/or Security
servers. Additional Authentication managers need to be installed and extra hardware (SecureID
tokens, Smartcards and Smartcard readers) must be rolled out
In general, each manufacturer provides detailed instructions how to configure a specific product in
combination with VMware Horizon View.
Other References:




RSA Secur ID: https://en.wikipedia.org/wiki/RSA_SecurID
Two-factor authentication: https://en.wikipedia.org/wiki/Two-factor_authentication
RADIUS: https://en.wikipedia.org/wiki/RADIUS

Configure SAML authenticator
Official Documentation: Horizon View Administration Guide, chapter 3 “Setting up authentication”,
section “Using SAML Authentication for Workspace Integration”.
Summary:
What is SAML?
The Security Assertion Markup Language (SAML) is an XML-based standard that is used to describe
and exchange authentication and authorization information between different security domains.
SAML passes information about users between identity providers and service providers in XML
documents called SAML assertions.
What is a Security Domain?
A security domain is considered to be an application or collection of applications that all trust a
common security token for authentication, authorization or session management. Generally
speaking, a security token is issued to a user after the user has actively authenticated with a user ID
and password to the security domain.
For instance, The VMware Workspace (See Section 6) and View integration implementation uses the
SAML 2.0 standard to establish mutual trust, which is essential for single sign-on (SSO) functionality.
When SSO is enabled, users who log in to Workspace with Active Directory credentials can launch
remote desktops and applications without having to go through a second login procedure.
The procedure for configuring the SAML authenticator:
1. In View Administrator, select View Configuration > Servers.
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2. On the Connection Servers tab, select a View Connection Server instance to associate with
the SAML authenticator and click Edit.
3. On the Authentication tab, select a setting from the Delegation of authentication to
VMware Horizon (SAML 2.0 Authenticator) drop-down menu to enable or disable the SAML
authenticator. Choices are: Disabled, Allowed or Required. With option Required, you can
only launch desktops and applications from the Workspace!
You can configure each View Connection Server instance in your deployment to have
different SAML authentication settings, depending on your requirements.
4. Select Create New Authenticator from the SAML Authenticator drop-down menu, or, if a
SAML authenticator has already been added, click Manage Authenticators and click Add.
5. Configure the SAML authenticator in the Add SAML 2.0 Authenticator dialog box.
Important fields:
Metadata URL: URL for retrieving all of the information required to exchange SAML
information between the SAML identity provider and the View Connection Server instance.
Administration URL: URL for accessing the administration console of the SAML identity
provider. This URL should point to the Workspace Connector Web interface. This value is
optional.
6. Click OK to save the SAML authenticator configuration.
Other References:




SAML : https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
SAML 2.0 : https://en.wikipedia.org/wiki/SAML_2.0
Security Domain : https://en.wikipedia.org/wiki/Security_domain

Create Horizon View access groups for delegated administration and roles
Official Documentation: Horizon View Administration Guide, chapter 4 “Configuring Role-Based
Delegated Administration”.
Summary:
The concept of Access Groups has already been discussed in Objective 2.2, section “Configure default
roles, custom roles, and required permissions”.
Other References:


a

Create and assign delegated administrative roles
Official Documentation: Horizon View Administration Guide, chapter 4 “Configuring Role-Based
Delegated Administration”.
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Summary:
The concept of Delegated Administrative roles has also been discussed in Objective 2.2, section
“Configure default roles, custom roles, and required permissions”.
Other References:


a

Configure clipboard redirection
Official Documentation: Setting Up Desktop and Application Pools in Horizon View, chapter 16
”Configuring Policies for Desktop and Application Pools”, section “View PCoIP Session Variables ADM
Template Settings”.
Summary:
“Configure clipboard redirection” is one of the group policy settings in the View PCoIP Session
Variables ADM template. This setting determines the direction in which clipboard redirection is
allowed. You can select one of these values:





Enabled client to agent only (That is, allow copy and paste only from the client system to the
remote desktop.)
Disabled in both directions.
Enabled in both directions.
Enabled agent to client only (That is, allow copy and paste only from the remote desktop to
the client system.)

Clipboard redirection is implemented as a virtual channel. If virtual channels are disabled, clipboard
redirection does not function. When this setting is disabled or not configured, the default value is
Enabled client to agent only.
“Configure PCoIP virtual channels” is another setting which also controls the clipboard processing on
the PCoIP host!

Other References:


a
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Objective 2.5: Create ThinApp applications and a ThinApp repository
Knowledge

Create VMware ThinApp applications
Official Documentation: VMware ThinApp User’s Guide
Summary:
If you are completely new to ThinApp or searching for a comprehensive overview, have a look at the
ThinApp Reviewers Guide: www.vmware.com/files/pdf/VMware-ThinApp-Reviewers-Guide.pdf until
section “Integrating ThinApp Packages with Horizon Application Manager”.
The VMware ThinApp User’s Guide provides detailed information about the whole process; most
important chapters in day-to-day operation are:



Chapter 2, “Capturing Applications”.
Chapter 3, “Deploying Applications”.

Figure 72

I highly recommend setup ThinApp and starting building your own – not to complex – application, or
watch someone else doing it. Pluralsight “VMware 5 Essentials: ThinApp and Troubleshooting”
course contains a lot of useful information.
Other References:



All VMware ThinApp resources on one page:
http://www.vmware.com/nl/products/thinapp/resources.html
All Documentation: https://www.vmware.com/support/pubs/thinapp_pubs.html
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ThinApp Reviewers Guide: www.vmware.com/files/pdf/VMware-ThinApp-ReviewersGuide.pdf
ThinApp User’s Guide : see https://www.vmware.com/support/pubs/thinapp_pubs.html
ThinApp Package.ini Parameters Reference Guide : see
https://www.vmware.com/support/pubs/thinapp_pubs.html
ThinApp Community : https://communities.vmware.com/community/vmtn/thinapp
ThinApp Community Contributed Project Files :
https://communities.vmware.com/thinap.jspa
ThinApp Team Blog : https://blogs.vmware.com/thinapp/

Create or identify supported file share
Official Documentation: VMware ThinApp User’s Guide, chapter 3 “Deploying Applications” and
Horizon View Administration Guide, chapter 10 “Managing ThinApp Applications in View
Administrator”
Summary:
When it comes to deploying a ThinApp package, several decisions must be made. Choosing the
Execution mode is one of these. Two primary modes are:



Deployed mode
Streaming mode

Deployed execution mode application packages are first deployed to the end user’s system, and then
accessed from the local device. Users execute the application from an application package that is
local, which allows for offline application use. End user devices that are occasionally or always offline
will require this deployed execution mode.
Streaming execution mode allows the application to be centrally stored and accessed by multiple
users. Streaming execution mode is a one-to-many model that provides centralized deployment and
update of the application package to multiple end users for execution via a Windows desktop
shortcut.
A network location (file share) is needed in this scenario.
Other References:


Assign permissions to the share
Official Documentation: VMware ThinApp User’s Guide, chapter 3 “Deploying Applications” and
Horizon View Administration Guide, chapter 10 “Managing ThinApp Applications in View
Administrator”.
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Summary:
When capturing and storing ThinApp applications that will be distributed to remote desktops in View
Administrator, you must meet certain requirements.









You must package your applications as Microsoft Installation (MSI) packages.
You must store the MSI packages on a Windows network share that resides in an Active
Directory domain that is accessible to your View Connection Server host and remote
desktops. The file server must support authentication and file permissions that are based on
computer accounts.
You must configure the file and sharing permissions on the network share that hosts the MSI
packages to give Read access to the built-in Active Directory group Domain Computers.
If you plan to distribute ThinApp applications to domain controllers, you must also give Read
access to the built-in Active Directory group Domain Controllers.
To allow users access to streaming ThinApp application packages, you must set the NTFS
permission of the network share that hosts the ThinApp packages to Read&Execute for
users.
To run streamed ThinApp applications on remote desktops, users must have access to the
network share that hosts the MSI packages.

Other References:


Verify MSI streaming settings in the package.ini files
Official Documentation: ThinApp Package.ini Parameters Reference Guide, chapter 20 “Configuring
MSI Files”,section “MSIStreaming Parameter”.
Summary:
The “ThinApp Package.ini Parameters Reference Guide” provides detailed information about every
parameter in the package.ini file. From this Guide:
The MSIStreaming parameter determines the use of .cab files that can affect application
performance.
The default setting is MSIStreaming=0. With this value, the packaged .exe files and .dat files are
compressed in the .cab file. Disabling the parameter in Package.ini has the same effect as setting the
value to 0. When the MSI runs, the packaged files are extracted to the Program Files directory of the
Windows operating system, and registered either to the user or the system, depending on other
Package.ini settings.
Setting the parameter value MSIStreaming=1, results in the packaged.exe files and.dat files being
excluded from the .cab file, and subsequently from the .msi file. This value enables a choice to be
made during deployment between registering the application from a network share or installing in
theProgram Files directory of the Windows operating system.
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If you set this value, ensure that both the MSI and the .exe and .dat files of the ThinApp package are
available on the network share.

Other References:


Identify necessary VMware ThinApp package components to put on the share
Official Documentation: Horizon View Administration Guide, chapter 10 “Managing ThinApp
Applications in View Administrator”
Summary:
For a ThinApp application deployed with View, you must create an MSI package. During the build
process all necessary components needed to run the application are encapsulated into the MSI
package.
For other deployment models not based on MSI packages, the other components created during the
build process and found in the bin folder are needed; the .exe and .dat files.
Other References:


Assign VMware ThinApp applications to pools
Official Documentation: Horizon View Administration Guide, chapter 10 “Managing ThinApp
Applications in View Administrator”, section “Assigning ThinApp Applications to Machines and
Desktop Pools”.
Summary:
Important: Within View Administrator, ThinApp packages can only be assigned on a desktop pool
level or on an individual desktop level. If you want to assign applications to Active Directory Groups
and Users, you can use VMware Workspace or another third party product.
Within View Administrator, a ThinApp application can be assigned in two ways:
Streaming
View Administrator installs a shortcut to the ThinApp application on the remote desktop. The
shortcut points to the ThinApp application on the network share that hosts the repository. Users
must have access to the network share to run streamed ThinApp applications.
Full
View Administrator installs the full ThinApp application on the local file system.
To assign one or more ThinApp packages to a Desktop Pool
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Prerequisite: a ThinApp application has been added to an application Repository.
In View Administrator, go to Catalog -> ThinApps. On the Summary tab, click Scan New
ThinApps. Select an application repository and a folder to scan. Select the ThinApp
application that you want to add.






In View Administrator, select Catalog > Desktop Pools and double-click the pool ID.
On the Inventory tab, click ThinApps and then click Add Assignment.
The ThinApp applications that are not already assigned to the pool appear in the table.
To find a particular application, type the name of the ThinApp application in the Find text box
and click Find.
Select a ThinApp application to assign to the pool and click Add.
Repeat this step to select multiple applications.
Select an installation type (Streaming or Full) and click OK.





You can also assign:




A ThinApp package to multiple Desktop Pools
A ThinApp package to multiple individual desktops
Multiple ThinApp packages to an individual desktop or Desktop pool.

Other References:
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Objective 2.6: Configure Horizon View Cloud Pod Architecture
Knowledge
Enable and configure a multi-site/pod deployment
Official Documentation: Administering Horizon View Cloud Pod Architecture, chapter , section .
Summary:
What is the View Cloud Pod Architecture?
According to the Horizon View Architecture Planning Guide , Chapter 4, there are some concepts you
need to know:






View Building block,
A building block consists of physical servers, a vSphere infrastructure, View servers, shared
storage, and virtual machine desktops for end users. You can include up to five building
blocks in a View pod. The number of virtual machines is limited by the vCenter Server(s).
View Pods,
A pod is a unit of organization determined by View scalability limits.
A traditional View pod integrates five 2,000-user building blocks that you can manage as one
entity
View Cloud Pod,
With the Cloud Pod Architecture feature, you can link together multiple View pods to provide
a single large desktop brokering and management environment.
With the Cloud Pod Architecture feature, you can join together multiple pods to form a single
View implementation called a pod federation.
A pod federation can span multiple sites and datacenters and simultaneously simplify the
administration effort required to manage a large-scale View deployment.

Figure 73 - Cloud Pod Architecture (Image provided by VMware)



Some Cloud Pod limits,
o maximum numbers of View Pods = 4
o maximum number of sites = 2
o Active Connections per View Pod = 10.000

Most of the administration will be done with the utility: lmvutil.
The procedure for enabling the Cloud Pod feature:
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1.
2.
3.
4.

Initialize the Cloud Pod
[Optional] Join additional Pods to the federation
Create Site(s)
Assign Pod(s) to Site(s)

On any View Connection Server instance in the pod, run the lmvutil command with the --initialize
option.
lmvutil --initialize

For example:
lmvutil --authAs adminEast --authDomain domainEast --authPassword
"*" –initialize
During the Cloud Pod Architecture initialization process, the Cloud Pod Architecture feature creates a
pod federation that contains a single pod. You can use the lmvutil command to join additional pods
to the pod federation.
The procedure for joining an additional pod:
On a View Connection Server instance in the pod that you are joining to the pod federation, run the
lmvutil command with the --join option.
Repeat this command for each pod that you want to join to the pod federation.
For example:
lmvutil --join --joinServer serveraddress --userName domain\username
--password password

To create and configure a site run the following commands:
On any View Connection Server instance in the pod federation, run the lmvutil command with the
--createSite option.
lmvutil --createSite --siteName sitename [--description text]

On any View Connection Server instance in the pod federation, run the lmvutil command with the
--assignPodToSite option to assign a pod to the site.
lmvutil --assignPodToSite --podName podname --siteName sitename
Repeat this command for each pod that you want to add to the site.
Other References:



Introducing the Cloud Pod Architecture Feature (3 part series):
https://www.youtube.com/watch?v=uHa8--_p0vA&spfreload=10
VMware KB VMware Horizon View 6 sizing limits and recommendations (2080467).
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Configure global entitlements
Official Documentation: Administering Horizon View Cloud Pod Architecture, chapter , section .
Summary:
What are Global Entitlements in a View Cloud Pod Architecture?
Local and Global entitlements
In a traditional View environment, you use View Administrator to create entitlements. These local
entitlements entitle users and groups to a specific desktop pool on a View Connection Server
instance.
In a Cloud Pod Architecture environment, you create global entitlements to entitle users or groups
to multiple desktops across multiple pods in the pod federation.
When you use global entitlements, you do not need to configure and manage local entitlements.
Global entitlements simplify administration, even in a pod federation that contains a single pod.
Global entitlement information is available on all View Connection Server instances in the pod
federation.
NOTE As a best practice, you should not configure local and global entitlements for the same desktop
pool.
Global Entitlements
Each global entitlement contains:




a list of member users or groups,
a list of the desktop pools that can provide desktops for entitled users,
a scope policy.

The desktop pools in a global entitlement can be either floating or dedicated pools. You specify
whether a global entitlement is floating or dedicated during global entitlement creation.
A global entitlement's scope policy specifies where View looks for desktops when it allocates
desktops to users in the global entitlement. It also determines whether View looks for desktops in:




any pod in the pod federation,
in pods that reside in the same site,
or only in the pod to which the user is connected.

A Global Entitlement example:
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Figure 74 - Image provided by VMware

If NYUser1 logs into NY Pod, the Cloud Pod Architecture feature allocates a desktop from pool1 or
pool2, if a desktop is available. If a desktop is not available in either pool1 or pool2, the Cloud Pod
Architecture feature allocates a desktop from pool3 (because of a scope policy of ANY).
The procedure for creating and configuring a global entitlement:
First, create a Global entitlement, using the lmvutil command, with the option
--createGlobalEntitlement option to create the global entitlement.
You can run this command on any View Connection Server in the pod federation.
lmvutil --createGlobalEntitlement
--entitlementName name
--scope scope ; scope is ANY, SITE or LOCAL
{--isDedicated | --isFloating}
[--description text]
[--disabled]
[--fromHome] Must be specified while configuring Home sites!
[--multipleSessionAutoClean]
[--requireHomeSite]
[--defaultProtocol value]
[--preventProtocolOverride]
[--allowReset]
The […] options are optional.

The second step is to add a desktop pool to a global entitlement.
On the View Connection Server instance in the pod that contains the desktop pool to add to the
global entitlement, run the lmvutil command with the --addPoolAssociation option.
lmvutil --addPoolAssociation --entitlementName name --poolId poolid
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Repeat the command for each desktop pool that you want to add to the global entitlement.
Finally add users and or groups to the entitlement. You can run this command on any View
Connection Server.
lmvutil --addUserEntitlement --userName domain\username
--entitlementName name

And for a group:
lmvutil --addGroupEntitlement --groupName domain\groupname
--entitlementName name
Other References:


Configure home sites
Official Documentation: Administering Horizon View Cloud Pod Architecture, chapter , section .
Summary:
A home site is the affinity between a user and a Cloud Pod Architecture site. With home sites, you
can ensure that a user always receives desktops from a specific site rather than receiving desktops
based on the user's current location. The Cloud Pod Architecture feature includes two types of home
site assignments:




Global Home site
Global homes sites are useful for controlling where roaming users receive desktops. For
example, if a user has a home site in New York but is visiting London, the Cloud Pod
Architecture feature looks in the New York site to satisfy the user's desktop request rather
than allocating a desktop closer to the user. Global home site assignments apply for all global
entitlements.
you must specify the –fromHome option when you create or modify the global entitlement.
Per-global-entitlement home per site
When you create a home site for a user or group, you can use the --entitlementName option
to specify a global entitlement.
Per-globalentitlement home sites override global home site assignments.

Global Home Sites are configured while creating a Global Entitlement.
To create a home site for a user, run the lmvutil command with the --createUserHomeSite option.
You can run the command on any View Connection Server instance in the pod federation.
lmvutil --createUserHomeSite --userName domain\username --siteName
name [--entitlementName name]
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Option Description
--userName Specifies the name of the user. Use the format domain\username.
--siteName Specifies the name of the site to associate with the user as the home site.
--entitlementName (Optional) {Read very carefully}
Specifies the name of a global entitlement to associate with the home site. When a user selects the
specified global entitlement, the home site overrides the user's own home site. If you do not
specify this option, the command creates a global user home site.
For a group:
lmvutil --createGroupHomeSite --userName domain\username --siteName
name [--entitlementName name]

When creating a per-global-entitlement home site, you must explicitly entitle all Active Directory
user groups that contain the home site users.
If you have nested user groups, it is not sufficient to entitle only the parent group. In this case, the
parent group is explicitly entitled to the global entitlement, but the subgroups are not, and the
--createGroupHomeSite option fails.
Other References:

Configure user entitlements

Official Documentation: Administering Horizon View Cloud Pod Architecture, chapter , section .
Summary:
Has been discussed in previous items.

Other References:


VMware VCP6-DTM – Study Guide – Section 3

Page 112

Section 3: Create and Configure Pools
Objective 3.1: Configure Automated Pools using linked clones
Knowledge
We start with a short overview. If you are new to Horizon View, the concepts of the various types of
pools may be a bit confusing. So this diagram might help…

Figure 75 - Pool overview

Figure 75 outlines the choices that can be made during the creation of a new pool. First the three
types of Desktop Pools:




Automated Desktop Pool
Manual Desktop Pool
RDS Desktop Pool

An Automated desktop pools uses a vCenter Server virtual machine template or snapshot to create a
pool of identical virtual machines.
Manual desktop pools are a collection of existing vCenter Server virtual machines, physical
computers, or third-party virtual machines.
In automated or manual pools, each Windows machine is available for one user to access remotely at
a time.
RDS desktop pools are not a collection of Windows machines, but instead, provide users with
desktop sessions on RDS hosts. Multiple users can have desktop sessions on an RDS host
simultaneously.
Next, Desktops in Automated and Manual desktop Pools can be assigned to a particular user
(dedicated assignment). That way, users can personalize their desktops. The other option is floating
assignment, users receive an available desktop. With floating assignments, remote desktops can
optionally be deleted and re-created after each use.
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The sources (actual desktops) can be – depending of the kind of desktop pool; physical machines,
virtual machines controlled or not controlled by a vCenter Server and linked clones.
Linked clones share a base image but acts like independent desktops with unique host names and IP
addresses. With linked clones you can quickly deploy large number of identical desktops and reduce
on storage costs.
Identify floating vs. dedicated assignments
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”.
Summary:
Dedicated-assignment
Each user is assigned a particular remote desktop and returns to the same desktop at each login.
Users can personalize their desktops, install applications, and store data.
Floating-assignment
The remote desktop is optionally deleted and re-created after each use, offering a highly controlled
environment. A floating-assignment desktop is like a computer lab or kiosk environment where each
desktop is loaded with the necessary applications and all desktops have access to necessary data.
Using floating-assignment pools also allows you to create a pool of desktops that can be used by
shifts of users. For example, a pool of 100 desktops could be used by 300 users if they worked in
shifts of 100 users at a time.
Other References:

Identify and configure optional disk settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”.
Summary:
Optional disk settings in Automated Pools with Linked clones.
Persistent disks
During the creation of a pool while you select dedicated user assignments, you have two options for
storing the Windows user-profile data:


Use a separate View Composer persistent disk.
This let you preserve user data and settings. View Composer refresh, recompose, and
rebalance operations do not affect persistent disks. You can detach a persistent disk from a
linked clone and recreate the linked-clone virtual machine from the detached disk.



Use the same disk as the OS data.
If you store the Windows profile in the OS disk, user data and settings are removed during
refresh, recompose, and rebalance operations.
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The advantage of persistent disks is to preserve user data and settings during View Composer
refresh, recompose, and rebalance actions or deleting of a desktop pool.

Disposable disks
The other option during the creation of a pool is to redirect disposable files (guest OS’s gaging and
temp files) to a separate nonpersistent disk. The disk size is provided in megabytes and must be
larger than the page-file size.
The advantage of disposable disks is to save storage space by slowing the growth of linked clones.
During the creation of both types of disks, the disk size and a drive letter must be provided. Drive
letters can be assigned automatically.
Other References:

Identify and configure pool settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”.
Summary:
You must specify machine and desktop pool settings when you configure automated pools that
contain linked clones created by View Composer. Different settings apply to pools with dedicated
user assignments and floating user assignments. Figure 76 shows the differences.
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Figure 76 - Image provided by VMware

For a detailed description of every Desktop pool Setting, head over to Setting Up Desktop and
Application Pools in Horizon, chapter 5, table 5-1 and chapter 11 “Provisioning Desktop Pools”.
A quick summary
Setting
State

Connection Server Restrictions

Remote machine power policy
Automatically logoff after disconnect

Allow users to reset their machines
Allow multiple sessions per user
Delete or refresh machine on logoff
VMware VCP6-DTM – Study Guide – Section 3

Description
A desktop can be enabled, that means ready for
use or disabled (not available, no provisioning)
Under normal conditions pools are enabled.
By using tags, you can make desktop pools
accessible only to Connection Servers that have
those tags.
Determines how a virtual machine behaves
when the user logs off of the associated desktop.
Determines what happens when a user
disconnects a desktop sessions.
Options: Immediately, Never and After a defined
number of minutes.
Allow users to reset their own desktops without
administrative assistance.
Allow a user to connect to multiple desktops in
the pool at the same time.
Select whether to delete, refresh, or leave alone
floating-assignment, linked-clone virtual
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Setting

Refresh OS disk after logoff

Default display protocol

Allow users to choose protocol
3D Renderer

Max number of monitors

Max resolution of any one monitor

Adobe Flash quality
Adobe Flash throttling
Override global Mirage settings
Mirage Server configuration
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Description
machines. Options:
Never, Delete immediately or Refresh
immediately.
Select whether and when to refresh the OS disks
for dedicated-assignment, linked-clone virtual
machines.
Select the Display Protocol for the pool, options:
PCoIP or RDP.
You cannot choose HTML Blast here.
Allow users to override the default display
protocol.
Enable and configure 3D graphics rendering. See
Objective 2.3 “Configure 3D renderer
capabilities”.
If you use PCoIP as the display protocol, you can
select the Maximum number of monitors on
which users can display the desktop.
When the 3D Renderer setting is not selected,
the Max number of monitors setting affects the
amount of VRAM that is assigned to machines in
the pool. When you increase the number of
monitors, more memory is consumed on the
associated ESXi hosts.
When the 3D Renderer setting is selected, you
can select at most two monitors.
NOTE: You must power off and on (not restart)
existing virtual machines for this setting to take
effect.
If you use PCoIP as the display protocol and you
do not select the 3D Renderer setting, you
should specify the Maximum resolution of any
one monitor.
When the 3D Renderer setting is selected, you
cannot change the Maximum resolution of any
one monitor. The resolution is set to 1920x1200
pixels.
NOTE: You must power off and on (not restart)
existing virtual machines for this setting to take
effect.
See objective 2.3 “Configure Flash quality and
throttling”
See objective 2.3 “Configure Flash quality and
throttling”
To override the global Mirage server setting, use
this option
Specify the URL of the Mirage server, using
format: mirage://server-name:port.
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Figure 77

Other References:

Identify and configure 3D renderer
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 11, section
“Configuring 3D Rendering on Windows 7 or Later Desktops”.
Summary:
This topic has been discussed in Objective 2.3. No specific information on this type of desktop pool

Other References:
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Identify and configure provisioning settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”. .

Summary:
The Provisioning settings contain four sections:





Basic
Virtual Machine Naming
Desktop Pool Sizing
Provisioning timing

Figure 78

Remarks:





This type of desktop pools requires a naming pattern. During the creation of the pool, you
have two options for the Virtual Machine naming: Specify names manually or Use a naming
pattern
Max number of machines is the total numbers of desktops in the pools
Number of spare (powered on) machines is the number of machines kept available and
powered on for new users.
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Provision all machines up front. When the pool is created, the system provisions the number
of machines you specify in Max number of machines.
Provision machines on demand. When the pool is created, the system creates the number of
machines that you specify in Min number of machines. Additional machines are created as
users connect to the pool for the first time or as you assign machines to users.

Other References:

Identify and configure base image and snapshot
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”.
Summary:

Figure 79 - Overview

The tab vCenter Settings contains three sections:




Default image;
o specify the Parent VM (aka the “Master” or “Golden” image)
o A snapshot of the parent image that will be used. A snapshot is required.
Virtual Machine Location, here select the vCenter Server folder that will store de desktops
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Resource Settings
o The host or cluster on which the desktops will run
o The vCenter Server Resource Pool in which the desktops will reside
o The Datastore(s) on which the desktops will be stored. In case you have selected the
option “Select separate datastores for replica and OS disk” (see tab General). You
must select Linked clone datastores and a Replica disk datastores. It is
recommended to select a fast datastore for the Replica disks.

Figure 80 – Selecting a snapshot

Other References:
Identify and configure vCenter Server resource settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”. .

Summary:
See previous item.

Other References:

Identify and configure advanced storage settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”..

Summary:
These settings can be found under the tab Advanced Storage.
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Figure 81

Options:








Use View Storage Accelerator, this option is enabled on the vCenter level, see here and is
enabled by default when creating a new desktop pool.
The option Use native NFS snapshots (VAAI) is only available if the deployments includes
NFS devices with VAAI support that support native cloning through VAAI. This feature is not
available in the following scenarios; separating Replica and OS disk, VMs with space efficient
disks and VMs with virtual hardware version 9 or later.
Advice, always check storage best practices before enabling this feature
Option Reclaim VM disk space, Determine whether to allow ESXi hosts to reclaim unused
disk space on linked clones that are created in space-efficient disk format. The linked-clone
virtual machines must be virtual hardware version 9 or later.
Under Initiate reclamation when unused space on VM exceeds: her you specify the
threshold value in GB for space reclamation to occur.
Under Blackout Times, Configure days and times during which View Storage Accelerator
regeneration and the reclamation of virtual machine disk space do not take place.4
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Transparent Page Sharing Scope, specify on which level TPS. For more information read this
post: https://www.vmadmin.co.uk/resources/53-view/417-vsphere-transparent-pagesharing-tps-in-horizon-view-6-1

Other References:

Identify and configure guest customization settings (e.g., QuickPrep, Sysprep)
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 5 “Creating
Linked-Clone Desktop Pool”.
Summary:

Figure 82

These settings are found on the tab Guest Customization.
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Domain, the Windows domain and User name as specified during the configuration of the
View Composer server.
AD Container specifies the OU in the domain for the desktops.
Allow reuse of pre-existing computer accounts, disabled by default. This option gives you
more control over the creation fo computer accounts in AS. With this option enabled you can
limit the permissions required for the account te View Composer uses.
QuickPrep or Sysprep. Quickprep is designed to work with View Composer and has some
advantages over the standard Microsoft Sysprep tool, like the option to run additional
scripts. See for more information the section “Choosing QuickPrep or Sysprep to Customize
Linked-Clone Machines” in Setting Up Desktop and Application Pools in Horizon

Other References:

Tools

Horizon View Administration Guide
Setting Up Desktop and Application Pools in Horizon
Horizon View Administrator
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Objective 3.2: Configure Automated Pools using full clones
Knowledge
The main difference between this objective and the previous, Objective 3.1 is all about Automated
Pools using Linked Clones and this objective discussing Automated Pools using Full clones. Now View
uses a virtual machine template as the basis of the pool. From this template a new virtual machine is
created for each desktop!
Identify floating vs. dedicated assignments
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:
Same as in previous objective.
Other References:

Identify and configure pool settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:
You must specify machine and desktop pool settings when you configure automated pools that
contain linked clones created by View Composer. Different settings apply to pools with dedicated
user assignments and floating user assignments. Figure 83 shows the differences.
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Figure 83

For a detailed description of every Desktop pool Setting, head over to Setting Up Desktop and
Application Pools in Horizon, chapter 4, table 4-1 and chapter 11 “Provisioning Desktop Pools”.
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Figure 84

The Desktop Pool Settings tab has 5 sections:






General, State of the pool and Connection Server restrictions.
Remote Settings, Remote machine power policy etc.
Remote Display protocol.
Adobe Flash Settings for Sessions
Mirage Settings

See also the previous objective for a quick summary of these settings.
Other References:
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Identify and configure 3D renderer
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:
This topic has been discussed in Objective 2.3. No specific information on this type of desktop pool
Other References:
Identify and configure provisioning settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:

Figure 85

For more information see the previous objective.
Other References:
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Identify and configure template
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:
DHCP

Figure 86

The tab vCenter Settings contains three sections:




Virtual Machine template, here you select the template from the available templates.
Virtual Machine Location, here select the vCenter Server folder that will store de desktops
Resource Settings
o The host or cluster on which the desktops will run
o The vCenter Server Resource Pool in which the desktops will reside
o The Datastore(s) on which the desktops will be stored.

Other References:

Identify and configure vCenter Server resource settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:
See previous item.

Other References:
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Identify and configure guest customization settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
Summary:

Figure 87

These settings are found on the tab Guest Customization.



Select one of the available customization specifications to customize the desktops after
creation.
Manually perform the customization after deployment. You have the option not to power on
the desktops.

Other References:

Identify and configure advanced storage settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Automated Desktop Pools that contain Full Virtual Machines”.
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Summary:

Figure 88

Options:




Use View Storage Accelerator, this option is enabled on the vCenter level, see here and is
enabled by default when creating a new desktop pool.
Under Blackout Times, Configure days and times during which View Storage Accelerator
regeneration does not take place.
Transparent Page Sharing Scope, specify on which level TPS. For more information read this
post: https://www.vmadmin.co.uk/resources/53-view/417-vsphere-transparent-pagesharing-tps-in-horizon-view-6-1

Other References:
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Tools
Horizon View Administration Guide
Setting Up Desktop and Application Pools in Horizon
Horizon View Administrator
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Objective 3.3: Configure Manual Pools
Knowledge
Identify and configure pool settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Manual Desktop Pools”.

Summary:
At first, the characteristics of a manual desktop pool; Manual pools are created by selecting a
separate existing machine for each desktop in the pool.
Several types of machines can be used (and mixed) in a manual pool:




VMs managed by a vCenter Server;
VMs that run on other virtualization platforms;
Physical computer.

When creating a Manual pool, the first decision is the user assignment. Also here, two types:



Dedicated (machine is assigned to one user)
Floating (machine is shared by all users who are entitled to the pool.

Besides the user assignment, two other pool properties determine the configuration settings:



Managed machines aka vCenter Server VMs
Unmanaged machines (all other kind of machines)

See also diagram in objective3.1. The following table shows which settings apply to manual pools
with these properties
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Figure 89

Other References:
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Identify and configure desktop sources
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 6 “Creating
Manual Desktop Pools”.

Summary:
The desktop source have already be named in the previous topic.

Figure 90

In Manual Unmanaged Pools, you have the ability to configure PcoIP. In that case Teradici hardware
must be installed in the machine; otherwise desktops are accessed with RDP or HTML.
Other References:


https://blogs.vmware.com/euc/2012/01/enhancing-graphics-processing-with-teradici-pcoiphost-cards-and-vmware-view.html

Tools
Horizon View Administration Guide
Setting Up Desktop and Application Pools in Horizon
Horizon View Administrator
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Objective 3.4: Build and Customize Desktop Images
Knowledge
Perform OS optimizations
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 3 “Creating
and preparing Virtual Machines”.
Summary:
The reason to perform OS optimizations is based on the following principle; by deactivating/reducing unnecessary features, devices and services you will reduce the resource
consumption of the desktop machine and with that you will be able to deploy more desktops on your
hardware and save money.
A freshly installed Windows desktop comes with too many services, luckily there are several
resources that provide useful information:






The Setting Up Desktop and Application Pools in Horizon, chapter 3 “Creating and preparing
Virtual Machines”, section “Optimize Guest Operating System Performance for All Windows
Versions” with some additional steps to optimize Windows 7 and Windows 8 for full virtual
machines and linked-clone virtual machines
The VMware Horizon with View Optimization Guide for Windows 7 and Windows 8 is a 38
page document that provides guidelines for configuring a standard Windows image for use in
View.
Preparing an image is quite a lot of work. The VMware OS Optimization tool
https://labs.vmware.com/flings/vmware-os-optimization-tool helps you to optimize
Windows 7, 8, 10, 2008 and 2012 systemsn for use with VMware horizon View. This tool is
based on customizable templates to enable or disable Windows services and features.

Other References:

Perform installation of View Agent and VMware Tools
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 3 “Creating
and preparing Virtual Machines”.
Summary:
Note that VMware Tools must be installed before you install the View Agent. In case you have
installed the View Agent and you want / need to upgrade the VMware Tools then proceed as follows:
-

Upgrade the VMware Tools
Re-Install the VMware View Agent

For the installation of the VMware Tools, see KB Installing and upgrading VMware Tools in vSphere
(2004754) https://kb.vmware.com/kb/2004754
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You must install View Agent on virtual machines that are managed by vCenter Server so that View
Connection Server can communicate with them. Install View Agent on all virtual machines that you
use as templates for automated desktop pools, parents for linked-clone desktop pools, and machines
in manual desktop pools. You cannot install the View Agent on a View Connection, Security or
Composer server. For the installation of the VMware Agent, two options exits:
-

Manual installation
Silent installation

During the manual installation, you have the option to select certain components. For an overview of
the Custom Setup options, see Table 3-2 in the documentation. Some other features are
automatically installed and are not optional. See table 3-3 in the documentation.
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Figure 91 - Custom options (c) VMware

The silent installation makes use of the Microsoft Windows installer (MSI). At the command line, you
must enter all options, including the custom options. Some useful options:




/s disables the splashscreen
/qn or /qb to run a silent installation
ADDLOCAL to specify which components to install
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Other References:


See also this post https://paulgrevink.wordpress.com/2016/07/16/view-agent-what-isinstalled/ for more information on the View Agent.

Configure virtual machine hardware
Official Documentation: VMware Horizon with View Optimization Guide for Windows 7 and
Windows 8 page 8 “Creating the target virtual machine”
Summary:
Every virtual machine starts with a good design. For a Windows 7 or 8 desktop the following is
recommended for the configuration of the virtual hardware:








SCSI controller : LSI Logic SAS
Remove the Floppy drive
CD/DVD drive, set to client device for easy install of VMware Tools. But you can also
completely remove this device as you can install VMware Tools without it.
The NIC of choice is the VMXNET 3 adapter
Memory depends on the use case. This setting has a big impact on the physical environment,
especially when deploying a large number of desktops.
BIOS, disable unnecessary LPT and COM ports
Disable HotAdd Memory and HotPlug CPU.

Other References:

Create and manage snapshots
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 3 “Creating
and preparing Virtual Machines”.
Summary:
Snapshots are always useful while building your ultimate image and do some tweaking and testing
and provide an easy way back. Best practice is to power down your VM, create a snapshot and go on.
While creating Linked-clone desktop pools, snapshots are an essential part. In fact you cannot create
a working pool without a single snapshot. In day to day operation of these “golden” images it is best
practice to keep a good record of the snapshots being used. Be aware there is a maximum of the
number of snapshots a VM can support (32). From time to time, delete old snapshots.
Other References:
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Create customization specifications
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 3 “Creating
and preparing Virtual Machines”, section “Creating Customization Specifications”
Summary:
Customization Specifications are optional but play a role in automated pool deployments where a
choice has been made to use Sysprep instead of Quickprep. A Customization Specification provides
configuration information like licensing, domain attachment, DHCP settings and so on.
For information about creating and maintaining, see vSphere Virtual Machine Administration
https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server60-virtual-machine-admin-guide.pdf Chapter 2.
Other References:

Tools
Horizon View Administration Guide
Horizon View Installation Guide
Windows XP Deployment Guide
VMware Horizon with View Optimization Guide for Windows 7 and Windows 8
Horizon View Administrator
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Objective 3.5: Configure RDSH (Remote Desktop Session Host) Application
Pools
Knowledge
Configure Remote Desktop Services (RDS) farms
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 7 “Setting up
Remote Desktop Services Hosts” and chapter 8 “Creating Farms”

Summary:
An RDS host is a server computer that hosts applications and desktop sessions for remote access. An
RDS host can be a virtual machine or a physical server. In View, an RDS host is a server that has:




the Microsoft Remote Desktop Services role,
the Microsoft Remote Desktop Session Host service,
and View Agent installed.

With View Agent installed on an RDS host, users can connect to applications and desktop sessions by
using the display protocol PCoIP.
Important: View supports at most one desktop session and one application session per user on an
RDS host.
Important: There are some caveats when you create RDS desktop pools and application pools on the
same server. For that reason it is recommended that you don’t create both pools on the same farm.
This is a multi-step process. First step is to prepare a Windows 2008 or 2012 server as a RDS host.
After you have prepared at least one host, you can create a “Farm”. Finally you can create RDS
desktop pools and/or Application pools and entitle users.
Preparation of the RDS host
In this walkthrough we will start with the preparation of a Windows Server 2012 R2.








Windows server must be part of the Active Directory domain for the View deployment.
Log in to the host and from the Server Manager, select Add Roles and Features.
On the Select Installation Type page, select Role-based or feature-based installation.
On the Select Destination Server page, select the server.
On the Select Server Roles page, select Remote Desktop Services.
On the Select Features page, accept the defaults.
On the Select Role Services page, select Remote Desktop Session Host.
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Figure 92

Because View supports at most one desktop session and one application session per user on an RDS
host. You must configure the RDS host to restrict users to a single session. The procedure in the
documentation page 84 is correct for a Windows Server 2008 (R2) server, for a Windows Server 2012
R2 the following procedure must be followed:




Log in to the host and start gpedit.msc.
Go to the following location: Computer Configuration\Administrative Templates\Windows
Components\Remote Desktop Services\Remote Desktop Session Host\Connections.
Change the setting “Restrict Remote Desktop Services users to a single Remote Desktop
Services session” to Enabled.
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Figure 93

Next step is the installation of the View Agent. For more information see previous Objective 3.4.
The installation of the View Agent is straightforward.




Make sure VMware Tools is already installed.
Retrieve the version of the View Agent that matches the View installation, use the –x86_64
build.
Select the correct Network protocol, in most cases: IPv4.
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In the Custom Setup window select the required features.

Figure 94







In the Register with Horizon View Connection Server, enter the server name of a Connection
server and provide authentication credentials to register this RDS host with the View
Connection server.
Some features are automatically installed; PCoIP Agent, Unity touch, PSG Agent and VMware
RDS.
After a successful installation, reboot the RDS host.
You can check the availability of the new RDS host in the View Administrator, go to View
Configuration \ Registered Machines.

Next step is creating a Farm and adding the RDS host to the Farm. Some information about Farms:








Farms simply administration.
Farms provide: load balancing, Redundancy and scalability
When you create an application pool or a desktop pool, you can specify only ONE farm
A RDS host in a farm can host both types of pools at the same time
A farm can support only ONE RDS desktop pool, but it can support multiple application pools.
A farm can have max. 200 RDS hosts
A View pod can have max. 200 farms.

Creating a Farm
The steps for creating a farm:



In View Administrator, go to Resources \ Farms and choose Add to create a new Farm.
In newer versions of View 6.x, the first option is to create an Automated Farm or a Manual
Farm. Automated Farms have similarity with Linked clone desktop pools. First you prepare a
parent virtual machine. View Composer uses this parent virtual machine to create linkedclone virtual machines, which are the RDS hosts in the farm.
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During the creation of a Farm you specify Identification and other Settings. Most of these
settings are familiar from the configuration of the Desktop pools.

Figure 95



On the Select RDS host, the newly created RDS host shows up as available. We must select at
least one RDS host to be able to create a Farm.

Figure 96

Now we can creating desktop pools and application pools.

There are a few special topics in the documentation that needs to be configured using GPO’s.


If an RDS host is in one time zone and a user is in another time zone, by default, when the
user connects to an RDS desktop, the desktop displays time that is in the time zone of the
RDS host. You can enable the Time Zone Redirection group policy setting to make the RDS
desktop display time in the local time zone.
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If a user has never connected to a desktop on an RDS host, and the user launches an
application that is hosted on the RDS host, the Windows basic theme is not applied to the
application even if a GPO setting is configured to load the Aero-styled theme. View does not
support the Aero-styled theme but supports the Windows basic theme.
By default, some applications that rely on the Explorer.exe file may not run in an application
session. To avoid this issue, you must configure a GPO setting to start runonce.exe.
RDS Host performance optimization

Other References:


Restrict each user to a single session in Windows Server 2012 R2:
http://www.itbl0b.com/2013/04/restrict-each-user-to-a-single-session-in-server2012.html#.V7Rgaph96Uk

Configure RDS desktop pool settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 10 “Creating
RDS Desktop Pools”
Summary:
The steps for creating a RDS desktop pool:






Before you can create a RDS desktop pool, at least one (dedicated) farm must be available.
In the View Administrator go to Catalog \ Desktpop Pools and choose Add to create a new
pool.
Select the RDS Desktop Pool.
Note that Persona management is not supported!
As with the other Pools, provide a Pool ID and Display Name.
On the Desktop Pool Settings section, you can configure the following settings. Settings are a
sub-set of what you saw in the other Desktop pools.

Figure 97
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On the Select an RDS farm section, you can choose an existing farm or create a new farm.

Figure 98




Before you can test your new pool, you must entitle users.
The End users must use the VMware Horizon Client to access this desktop pool

Chances are that while setting up a session you will receive the following error “Logon failure: the
user has not been granted the requested logon type at this computer”. In that case, provide as
follows: On the RDS host, under System properties \ Remote, configure “Allow remote connections
to this computer” and add the same User groups as with the Entitlements.
Note: To ensure that Adobe Flash throttling works with Internet Explorer in RDS desktops, users must
enable third-party browser extension
Other References:

Configure RDS application pool settings
Official Documentation: Setting Up Desktop and Application Pools in Horizon, chapter 9 “Creating
Application Pools”
Summary:
The steps for creating an Application Pool. In this example we will use one of the application that
come with Windows Server 2012 R2. In a production environment, most likely you first have to install
the desired applications on all Windows servers in the Farm.
Note: An Application pool always has ONE application!




Before you can create an Application pool, at least one (dedicated) farm must be available.
In the View Administrator go to Catalog \ Application Pools and click Add to create a new
pool.
Select one of the available RDS Farms.
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Next select one of the installed applications or Add an Application manually

Figure 99
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The Manual method can be used when the application is not installed on the host at this
time. You must provide the following options

Figure 100



Most important options: a unique ID, the full pathname of the application, start folder and
parameters



Selecting one of the installed applications, select the desired application, on the next screen
you can change the ID and the Display Name of the application.

Figure 101



Final step is to entitle users or groups to the application
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The application is now available in the VMware Horizon Client.

Figure 102

The application will run seamlessly on your desktop.

Figure 103

Other References:

Tools
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Horizon View Administration Guide
Setting Up Desktop and Application Pools in Horizon
Horizon View Administrator
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